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Q“S City of Seattle

Submitting Department Memo

Description
Provide the higHevel description of the technology, including whether software or haréwatho uses
it and where/when.

Purpose

State the reasons for the use cases for this technology; how it helps meet the departmental
mission; benefits to personnel and the public; under what ordinance or law it is used/mandated
or required; risks to missioor public if this technology were not available.

Benefits to the Public

Provide technology benefit information, including those that affect departmental personnel,
members of the public and the City in general.

Privacy and Civil LibertieSonsiderations

Provide an overview of the privacy and civil liberties concerns that have been raised over the
use or potential migise of the technology; include real and perceived concerns.

Summary

Provide summary of reasons for technology use; besgefihd privacy considerations and how
we are incorporating those concerns into our operational plans.
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Q“S City of Seattle

SurveillancdmpactReport 6 & { Lvergiaw 2

About the QurveillanceOrdinance

TheSeattleCityCouncipassedordinancel25376al2  NB T S NNBRveifiadcel & (G KS a
Ordinanceé¢  Septemberl, 2017.SMC14.18.020.b.1 charges tt@ityQa S E S Odzi A @S 6 A
developing a process to identify surveillance technologies subject to the ordinGeatlelT,

on behalf of the executive, developed and implemented a process through which a privacy and
surveillance review is completed prior to thegadsition of new technologies. This requirement,

and the critera used in the review process, are documente&aattleit policy pr02, the

G a dzNIYSOASE fLI2 f A O ¢ @

How thisDocumentis Completed

This document is completed by the requesting department staff, support and coordinated by

the SeattleinformationtechnologydS LJI NI S&aflgité @dBeattleit and department staff
complete the document, theghouldkeep the following in mind.

1. Responses to questions should be in the text or check boxesalnbgher information
(questions, descriptions, etc.) Shouldt be edited by the department staff completing
this document.

2. All content in this report will be available externally to the public. With this in mind,
avoid using acronyms, slang, or other terms which may not beknelivn to external
audiences. Additionally, responses should be written using patigipontechnical
language to ensure they are accessible to audiences unfamiliar with the topic.

SurveillanceOrdinance Review Process
The followingis a highlevel outline of thecompleteSIRreview process.

, Open : .
Upcoming - Working Council

The technology is Work on the initial The initial draft of During this stage @ The surveillance | CityCouncilwill

upcoming for draft of theSIRs  the SIRand the SIRincluding = advisory working = decideon the use
review, bu the currently supporting collection of all group will review  of the surveillance
department has underway. materials have public comments = eachSIR fnal technology, by full
not begun drafting been released for = related to the draft and Councilote.
the surveillance public review and = specific complete a civil
impact report comment. During = technology, is liberties and
(SIR. this time, oneor being compiled privacy

more public and finalized. assessment, which

meetings will take will then be

place to solicit included with the

feedback. SIRand submitted

to Council
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http://seattle.legistar.com/LegislationDetail.aspx?ID=2981172&GUID=0B2FEFC0-822F-4907-9409-E318537E5330&Options=Advanced&Search=
https://seattlegov.sharepoint.com/sites/IT-CDR/Operating_Docs/PR-02SurveillancePolicy.pdf

Q“S City of Seattle

Privacylmpact Assessment

Purpose

APrivacy Impact AssessmahBi/4 is a method for collecting and documenting detailed
information collected in order to conduct an-aepth privacy review of a program or proje&.
PlAasks questions about the collection, use, sharing, security and access controls for data that
is gathered using a technology or program. It also requests information about policies, training
and documentatiorthat govern use of the technology. TRéAresponses are used to

determine privacy risks associated with a project and mitigations that may reduce some or all of
those risks. In the interests of transparency about data collection and managemeitytoé
Seattlehas committed to publishing &lAs on an outward facing website for public access.

When is aPrivacyImpact Assessmat Required?
APIAmay be required in two circumstances.
1. When aproject, technology, or other review has been flagged as hawinigh privacy

risk.
2. When a technology is required to complete the surveillance impact report process. This

is one deliverable that comprises the report.
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Q“S City of Seattle

1.0 Abstract

1.1 Please provide a brief description (one paragraph) of the purpose amdposed use of the
project/technology.

¢KS {SFiGt S t 24-1Cebter 5 e firiNdiyPSojiciB&fety Adswering Point
(PSAP) for emergencyl9l calls placed within the City of Seattl@omputer Aided Dispah
(CAD) is a software packagtlized by thel S+ GGt S t 2 f A90-3 CehntérLitashldis
9-1-1 Center call takers and dispatchevgh receiving requests for police services, collectil
information from9-1-1 callers and providing dispatchers with realime patrol unit
availabilitysodispatcheramaydispatch approprite patrol resources toequessfor police
service.CAD software alsenablesreattime documentation of the Seattle Police

5SLI NIYSyYyidQa NBalLRigchdhgeleantdiormatidn obfathédbyd S NI
responding officers

The Seattle Police-®-1 Center, staffed 24 hours per day, 365 days per year, receives
approximately 900,000 calls resulting in the creation of approximately 250,000 CAD eve
per year. Approximately 135,000 additional CAD events are initiated by police officers d
their normal patrol activities.

Calls requing a fire or medical response that do not also require a police respanese
transferred tothe Seattle Fire Alarm Center fappropriate resource&eploymentand are not
SYGiSNBR Ayid2 {t5Qa /!5 aeaisSy

1.2 Explain the reason the project/technology is being created or updated and why Bldis
required.

The CAD system automatically receives the telephone number, name (if available), and
location of the ca#r (if available) from the West VIPER telephone system for calls places
9-1-1. Non-emergency calls, and associated phone numbers, are not automatically entel
into CADIf the call is determined to be a request for police servical takers and
dispatchers then manually enter additional information into CAD, such as the nature of t
emergencyandcreatea CAD everb facilitate a policeesponse. Call takers and dispatche
may add supplemental information into CAD regarding scene safety, desosutf
individuals, vehicles, and premises. Much of the privsaysitive information entered into
CAD is provided byB1 or nonremergency callers or by officers or dispatchers who input
information into the CAD system when responding to a call.

All of the information and data that is entered into CAD is viewable and retrievable. Sor
information from one call may be used for subsequent calls at the same location or invo
the same individuals.

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

2.0Project / TechnologyOverview

Provide an oveview of the project or technology. The overvigives the context and
background necessary to understand the purpose, mission and justification for the project /
technology proposed

2.1 Describethe benefits of the projecftechnology.

CAD is theystemused by SPD to coordinate addcument, in reatime, requests for police
ASNIAOS YR {t5Qa& NBalLRyaS i dbydlL2zaldkeNd |j
document informationreported by a 91-1 caller and then assists191 dispatches with
prioritizing emergency calls and assigning appropriate police resources to incidents. C/
also used to document patrol offic&gsroactive policingd & -2igivst), such asnitiating a
traffic stop. About 250,000 CAD events are created from gpraimately 900,000 calls
received by the 94-1 center annually, and approximately 135,000 CAD events are create
' yydzl £ & FNRBY -vieling hiRirfcideft EUEHaS SthadicCyiolatigh.

Developed in the 1960s, CAD systems are used by wralathodern police departments.
Computer aided dispatch allows for increased efficiencies in dispatching responses to
emergencies. CAD also provides information that allows SPD to allocate patrol resourct
effectively while reducing response times. Calhe realtime recordkeeping system for
2FFAOSNBRQ NBalLRyaS G2 OFftta FT2NJ aSNBAOS
those requests in an organized and reportable method

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

2.2 Provide any data or research demonstratiranticipated benefits.

a09¢lys ¢2Yd SO Ffd a/2YLHziSNI ! ARSR 5A3
WSLEZ2 NI PE blFrGA2y It LyadAdGgdziS 2F Wdza A OSd

This 2004 research project studied the effects CAD systems have in the support
community policing objectiveat several police departments throughout the United
States. The benefits provided by CAD outlined in this article include; reporting ac
to recorded data, location of resource data, data on call types received, better cri
analysis, department problem solving information, and resource allocation measi
The article also provided suggestions for enhancements, such as better integrati
with other data systems and more robust remote access for-tiead CAD data by
officers in the field, which have largely been implementgdCAD system developer:
in the years since.

dVersadex PoliceC&Daw and Order: The Magazine for Police Managem¥otlume:56
Issue:7July 2008 Pages:3®,42,43

TheVersadex PoliceCAditicle details the history of the development of the

Computer Aided Dispatch system created by Versadex. The style of CAD they

developed was more streamlined and easier to integrate witier law enforcement

data systems including records management systdtffective CAD systems should

G A Y LINR @\Hof sefites)@rftl Hdost the spekdy R | OOdzNJ O& 21

ONRAGAOLFE AYyF2NXIFGAZ2Y (2 (GKS SYSNHSYyC
A study by the lllinoiBepartment of Transportation on the impact of CAD systems:

https://utc.uic.edu/wp-content/uploads/StrateqidProjectPlanComputerAssisted
Scheduleingand-Dispatchl.pdf

This study by the Urban Transportation Center at the University of Illinois at Chic
looks at the impact of CAD systems on the operation and coordination of paratra
services in the state of Illinois. Thoudtistresearch was not specifically relevant to
the dispatch of law enforcement services, the study provides insight intesangéihgs
and service improvements which are provided by the implementation of CAD
systems.

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmep8urveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

2.3 Describe the technology involved

CAD (Computer Aided Dispatch) software, made by Versaterm, consists of a sges se
and software deployed odedicated terminals in the-2-1 center,on SPDromputers,andas
anapplication orLJl G NB f n@iSl&dat® ¢odgut@rs (MDCahd on someofficerd €nart
phones

When a request for police service is initiated by-& D callor an officer onrviewing an
incident, a CAzventis createdby the9-1-1 Centerstaff, and a unique CAD event ID numb
isautomaticallygenerated.Information related to thatCAD events enteredinto the CAD
system. Acalltaker assigns the CAfyenta specific type codand priorityassociated with
the type of police service requested. The location of the event is entered and CAD valid
the address, locatethe address electronically, and then plots it on a map. Based on this
information, thecall takerroutes the CAD call to the appropriadespatcher. Thelispatcher
then assigns gtrol officersto the service request and records this information in the CAD
event Each of the assigngmhtrol officersthen log their activities related to that request for
service imo CADusing established codes. When the request for service is completed, the
primary officer assigned closes the CAD call. Based upon the codésaislose the CAD cal
the system therautomaticallyNR dzii Sa (G KS Ay FTF2NXIF A2y NBO
Management System (RMS) where additional information, such as police reports and
supplementary material, is stored.

24 Describehowthe LINRE 2 S OG 2NJ dzaS 2F GSOKy2f238& NBfIlIGSa

The mission of the Seattle Police Department is to prevent crime, enforce the law, and
support quality public safety by delivering respectful, professional, and dependable polic
servicesCAD is a technology that supports this mission by ensuring that police resource
efficiently andappropriately dispatched to address emergencies apmdocumenting the
police response to those emergencies.

2.5 Who will be involved with the deploymentrad use of the project / technology?

{t5Qa | dziK2NAT SR dza SNE 2,911 Qesler dtaff, @fidauReS civilict
staff whosebusiness needsequireaccesso this data

Additionally, Seattle IT provides client serviees operationakupport for IT technologies anc
applications. In supporting SPD systems, operationalgplication services deploy and
service SPD technology systems. Details about the IT department are found in the appen
this SIR.

All authorized users of CAD &eiminal Justice InformatioBervicegCJISgertified and
maintain Washington State ACCES&entral Computerized Enforcement Service System)
certification More information on CJIS complianoay be found athe CJIS Security Policy
website ! RRAGAZ2Y T AYTF2NXYIOGA2Y |o2dzi !/ /1 9{{
website
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Q“S City of Seattle

3.0UseGovernance

Provide an outline of any rules that will govern the use of the project / technology. Pleasenant€ity
entities contracting with theCityare bound by restrictions specified in the surveillance ordinance and
privacy principles and must primle written procedures for how the entity will comply with any
restrictions identified.

3.1 Describe the processes that are required prior to each use, or access to/ of the project /
technology, such as a notification, or cheak checkout of equipment

Access for personnel into the system is predicated on state eaerél law governing acces:
to Criminal Justicenformation ServicegCJIS). This includes fecess background
information, appropriate rolebased permissions as governed by the CJIS security policy
found inAppendix M and audit of access and transaction logs within the system. All use
CAD must be CJIS certifieddanaintain Washington State ACCESS certification.

3.2 List the legal standards or conditions, if any, that must be met before the project /
technology is used.

This technology issed each time the-9-1 Center receives a request for police sendce
when a police officer assigns themselves to an incident which was sélk G A I -SSR
GASEéE0 adzOK a F GNIFFAO &aiz2Le I 60 2dzi H
900,000 calls received by thel9l center annually, and approximately 13800CAD events
I NB ONBLIGSR I yydz f tviewing AnBn¥idehtlBuGhNaR d trafficvidlatiah S
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Q“S City of Seattle

3.3 Describe the policies and training required of all personnel operating the project /
technology, and who has access to ensure compliancthwise and management policies.

Supervisors and commanding officers are respongdlensuringcompliance with policies.

All SPD employees must adhere to laws, City policy, and Department B&l2yPlicy
5.007), and any employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&PD Policy 5.002

Allauthorizedusers of CAD must be CJIS certified and must maintain Washington State
ACCESS certificatioBPD Policy 12.0%fines the proper use of criminal justice informatic
systems.

Outside of SPC{eattle InformationTechnology DepartmentD client services interaction
with SPD systems is governed according to the terms of the 2018 Management Control
Agreement(MCA)between ITD and SR which states that:

Gt dzZNR dzr yad G2 {SI GGt S adzy A holndatibn téckndldgy o { a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNBAOS&as o6/ WL{O {SOdNRARiG& t2fArle dé

The MCA document ray be found in Appendik.

Additionally, ger the CJIS security policy, records of individual basic security awareness
training and specific information system security training shall be documented, kept cur
and maintained. Details of the complianceogram in Appendi¥.

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

4.0 Data Qollection and Use

4.1 Provide details about what information is being collected from sources other than an
individual, including othen T systems, systems of record, commercial data aggregators,
publicly available data and/or otheCity departments.

When an individual places altto 9-1-1, the telephone number they are calling from, the
location they are calling from, the nanassociated with the phone number (if available fro
the phone company)and the type of telephone service (landline, cell phone, VOIP phon
are providedby the West VIPER telephone system and automatically entered into CAD
a CAD call is initiated by tleall taker.

Additionally, private information may be entered into a CAD call by SPD officers reques
information, such as a warrant checkhile responding to a request for service.

4.2 \What measures are in place to minimize inadvertent or improper collection of data?

A CAD call is initiated when someone requests police services. All users of the CAD sy:
trained in its use to ensurédne data collected is entered appropriateAuthorizedusers of
the CAD system are required to be CJIS cert#fir@bhdhere to the CJIS security policy, four
in the appendices of this document.

4.3How and when will the project / technology be deployedraised?By whom? Who will
determine whenthe project / technology is deployed and used?

The Seattle Police-8-1 Center is the primary Public Safety Answering Point (PSAP) for
emergency 9-1 calls placed within the City of Seati®\D is in continual uss police
communicationdispatchers. When a call is entered into CAD, a radio dispatcher
communicates to police resources in the field, maintaining contact with those resources
coordinating responses.

4.4 How often will the technology be in opertion?
The CAD system is in continuous @dehours a day, 365 days a year
4.5What is the permanence of the installationi it installed permanentlyor temporarily?
CAD software is permanently installed.
4.61sa physical objectollecting data or imagesisible to the publicAWhat are the markings
to indicate that it is in use®hat signages used to determine department ownershignd

contact information?

The CAD software has no physical or visual indicator that iusein The software itself runs
24 hours a day, 7 days a week, 365 days a year.

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

4.7 How will data that is collected be accessed and by whom?

Within SPD, onlguthorized users can acces® system, technologyr the data Access to
the applicationrequires SPDpersonnelto log in withpasswordprotected login credentials
which are granted to employees with business needs to accessThAEe employees are
ACCESS and CJIS certified.

Data isenteredinto CADrom both the West VIPER telephosgstem androm information
manuallyenteredby SPD personnel is accessell Y R dza SR 2 Yy -fratestena
network with access limited to authorized personasldescribedh 2.5, above

I O0O2NRAY 3 (2 (K STheayéndy shallSdyiimNthelagplicatianf skerdae or
information system to provide only essential capabilities and shall specifically prohibit ai
restrict the use of specified functions, ports, protocols, and/or sendces.

All SPD employees are backgrounded and agsesstrolled by SPD Manual Title 12
provisions governing Department Information Systems inclugif@® Plecy 12.040
DepartmentOwned Computers, Devices & Softwgd€D Policy 12.05Criminal Justice
Information Systes,SPD Policy 12.0&Department Records Access, Inspection &
DisseminationSPD Policy 12.11Use of Department{ail & Internet Systems, artdPD
Policy 12.11% Use of Cloud Storage Services.

Data with regards to response times, response locations, crime trends, and general sta
is managed by the Data Driven olg unit within SPD.

Additionally,incidental dataaccess magccurthrough delivery of technology client services
All ITD employees are required to comply with appropriate regulatory requirements
regarding security and background revidmformation on the ITD roles associated with
client services for City Departments can be found in Appendiapplicable CJIS compliance
policies are found in Appendix.M

ITD client services interaction with SPD systems is governed according to the teh@s o
2018 Management Control Agreement between ITD ard, 8Rich states that:

Gt dzNERdzk ya G2 {SFOGGtS adzyAOALIE /2RSS 6{ a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the FBIs Criminal Justice Informatis
{ SNBAOS&asE o6/ WL{O {SOdza2NR(l& t2fA0e d¢

The MCA document may be found in Appendix

4.81f operated or used by another entity on behalf of th€ity, provide details abotiaccess,
and applicable protocols.

CAD is operated and usedmarilyby SPD personnel. Seattle IT Department personnel h
administrative access to the system for supportvésgsas outlined in 4.7
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Q“S City of Seattle

4.9What are acceptable reasons for access to the equipment @mddata collected?

AuthorizedSPDusers as described in 2,35nayhaveaccess to theystemto document,
review, or report on police activity pursuant to law apadlicy, to extract information for use
in court or administrative proceedings as required by law, to respond to appropriate req
for information, to make aggregate information available to the public, and to provide
information to oversight bodies ossues such as stop and detention ratkes example.

Incidental access may ocduom ITDthrough delivery of technology client services. All ITC
employees are required to comply with appropriate regulatory requirements regarding
security and background revieinformation on the ITD roles associated with client servic
for City Departmentsan be found in Appendix. K

ITD client services interaction with SPD systems is governed according to the terms of 1
2018 Management Control Agreement between ITD arid, 8fich states that:

Gt dzZNR dzr yiad G2 {SI GGt S adzyA Oloinatibn téckndldgy o { a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the FBIs Criminal Justice Informati
{ SNBAOS&as o6/ WL{O {SOdz2NRiG& t2fArle dé

This MCA documeritetween Seattle IT and SPay be found in Appendix.

4.10What safeguards are in place, for protecting data from unauthorized access (encryption,
access control mechanisms, etc.) And to provide an audit trail (viewer logging, modification
logging, etc.)?

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
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Q“S City of Seattle

Only authorized SPD users can acddsssystem, technologyr the data. Access to the
application is limited to SPRersonnel via passwordrotected login credentialsAll activity
within CAD (including timeline of commands issued) generates a logsthatlitable.

51 0F A& aS0Odz2NBt & Ay LldgirotekctgdRetvazk &itR ackess lifnitedto
authorized users

The entire system is located ¢ime SPD network that is protect by industry standard
firewalls ITD perforns routine monitoring of tle SPD network.

The CAD system is CJIS complidote information on CJIS complianoay be found athe
CJIS Security Poliggbsite

All SPD employees are backgrounded access is controlled by SPD Manual Title 12
provisions governing Department Information Systems inclu@if@ Policy 12.040
DepartmentOwned Computers, Devices & Softwgd€D Policy 12.05Criminal Justice
Information Systems$PD Policy 12.0&Department Records Access, Inspection &
DisseminationSPD Policy 12.1Use of Department{ail & Internet Systems, arfdPD
Policy 12.11% Use of Cloud Storage Services.

{t5Qa& !'dzZRAGZ t 2fA08& canycBhdustSudandit NIhE any y<iein/at2
any time. e Office of Inspector General and the federal monitor aoaccess all data
and audit for compliance at any time

ITD client services interaction with SPD systems is govéytxa terms of the 20T
Management Control Agreement between ITD an®,S¥ich states that:

Gt dzNERdzk ya G2 {SFGGtS adzyAOALIE /2RSS 6{ a
systems, services and support to SPD and is therefore required to support, enable, enfc
and comply with SPD policy requirements, including the RBtsral Justice Information

{ SNBAOS&asx o6/ WL{O {SOdzNRi(l& t2fA0e dé

The MCA document may be found in Appen#ix

Additionally policy requireghe following safeguardt® bein place:
1 The agency shall establish identifier and authenticator processes.

1 Twofactorauthentication employs the use of two of the following three factors of
authentication: something you know (e.g. 08/16/2018 CJIEEDOC081405.7 37
password), something you have (e.g. hard token), something you are (e.g. biome
The two authenticabn factors shall be unique (i.e. password/token or
biometric/password but not password/password or token/token).

1 Unsuccessful login attemptdhe system shall enforce a limit of no more than 5
consecutive invalid access attempts by a user (attemptirertess CJl or systems
with access to CJI). The system shall automatically lock the account/nod&Gor a
minute time period unless released by an administrator.
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Q“S City of Seattle

1 When CJl is transmitted outside the boundary of the physically secure location, t
data shalbe immediately protected via encryption. When encryption is employed
the cryptographic module used shall be FIPS24@rtified and use a symmetric
cipher key strength of at lead28-bit strength to protect CJI.

1 When CJl is at rest (i.e. stored digytplbutside the boundary of the physically secur
location, the data shall be protected via encryption. When encryption is employel
agencies shall either encrypt CJI in accordance with the standard in Section 5.1(
above, or use a symmetric cipher tha FIPS 197 certified (AES) and at |2&étbit
strength.

1 Intrusion Detection Tools/Techniques such as monitor inbound and outbound
communications for unusual or unauthorized activities, send individual intrusion
detection logs to a central logging fhityi where correlation and analysis will be
accomplished as a system wide intrusion detection effort, employ automated too
support neasreattime analysis of events in support of detecting systienel attacks.

1 Audit- Each agency shall be responsitdecomplying with all audit requirements fol
use of CJIS Systems. Each CSO is responsible for completing a triennial audit o'
I 3SyOASa ¢gA0GK FOOSaa G2 /WwWL{ {e&aidsSvya

T ¢KS 3Sy0eQa AYyTF2NN¥I GA2Yy &ohand/& Yperatikg f
system level, audit records containing sufficient information to establish what eve
occurred, the sources of the events, and the outcomes of the events. The agenc
periodically review and update the list of ageragfined audiable events. In the
event an agency does not use an automated system, manual recording of activiti
shall still take place.

1 A personally owned information system shall not be authorized to access, proces
store or transmit CJI unless the agency hashdistaed and documented the specific
terms and conditions for personally owned information system usage.

Publicly accessible computers shall not be used to access, process, store or transmit C
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Q“S City of Seattle

5.0 Data Sorage, Retention andDeletion

5.1 How will data be securely stored

All of the data in CAD are held in SPD/ITD servers, locat€tiygoremises on SPD networks
Access to these networks is as specified in 4.1. All data that goes to mobile clients are
encrypted to FIP 148 standards and is therefe CJIS compliant.

Per the CJIS Security Policy (see Appendix M):

dSecurity- Each agency is responsible for appropriate security measures as applicable t
physical security of terminals and telecommunication lines; personnel security to includt
backgroundscreening requirements; technical security to protect against unauthorized u
data security to include Il use, dissemination, and logging; and security of criminal histc
08/16/2018 CJISIISDOE081405.7 D3 records. Additionally, each CSO must eashat

all agencies establish an information security structure that provides for an ISO and cor
with the CJIS Security Policy.

Network Diagrams Network diagrams, i.e. topological drawings, are an essential part of
solid network security. Throughraphical illustration, a comprehensive network diagram
LINE @A RS & ( K&nabling\ngtworkim@nagkad  €uickly ascertain the
interconnecting nodes of a network for a multitude of purposes, including troubleshootir
and optimization. Network diagms are integral to demonstrating the manner in which e
agency ensures criminal justice data is afforded appropriate technical security protectio
and is protected during transit and at rest

5.2 How will the owner allow for departmental and other etities, to audit for compliance
with legal deletion requirements?

{t5Qa ! dzZRAGE t 2f A 08& canycBhdustuddndit NITh any syshein at2
any time. In addition, the Office of Inspector General and the federal monitor can acces:
dataand audit for compliance at any time

The 2017 Technical Security Audit for CJIS Compliance for SPD can be found in Kpper
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Q“S City of Seattle

5.3What measures will be used to destroy improperly collected data?

SPD policy contains multiple provisions to avoid improperly collecting 8&ta.Policy 7.010
governs the submission of evidence and requires il collected evidence be documentec
in a GO ReportSPD Policy 7.0%pecifically governs the collection and submission of
photographic &idence. Evidence is submitted to the Evidence Unit and associated with ¢
specificGO Number and investigation. Ar®PD Policy 7.14bvernsthe collection and
submission of audio recorded statementsrdtjuires that officers state their name, the
Department name, the General Offense number, date and time of recording, the name «
interviewee, and all persons present at the beginninghef tecording.

Additionally,SPD Policy 5.140rbids biasbased policing and outlines processes for report
and documenting any suspected biaased behavior, as well as accountability measures.

All SPD employees must adhere to laws, City policy, and Department B&l2yPlicy
5.007), andany employees suspected of being in violation of laws or policy or other
misconduct are subject to discipline, as outline&D Policy 5.002

Per the CJIS Security Policy:

05.8.3 Digital Media Sanitization and Disposal The agency shall sanitize, that is, overwr
least three times or degauss digital media prior to disposal or release for reuse by
unauthorized individuals. Inoperable digital media shall be destroyed (cut up, shredded,
The agency shall maintain written documentation of the steps taken to sanitize or destrc
electronic media. Agencies shall ensure the sanitization or destruiioitnessed or carriec
out by authorized personnel.

5.8.4 Disposal of Physical Media Physical media shall be securely disposed of when nc
required, using formal procedures. Formal procedures for the secure disposal or destru
of physical meth shall minimize the risk of sensitive information compromise by
unauthorized individuals. Physical media shall be destroyed by shredding or incineratiol
Agencies shall ensure the disposal or destruction is withessed or carried out by authori:
personne.g

5.4Which specific departmental unit or individual is responsible for ensuring compliance with
data retention requirements?

Unit supervisors are responsible for ensuring compliance with data retention requiremeil
within SPD. Audit, PolicyResearch Section personnel can also conduct audits of all dai
collection software and systems. Additionally, any appropriate auditor, including the Of
of Inspector General and the federal monitor can audit for compliance at any time.

The CJIS security policy in ApperMigf this SIR includes applicable data retention
requirements associated with the CAD system. The MCA between SPD &selel Fppendiy
K)is the interdepartmental agreement that ensures compliance with the CJIS i8ePuticy.
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Q“S City of Seattle

6.0 Data Sharingand Accuracy

6.1 Which entity or entities inside and external to th&itywill be data sharing partners?

No person, outside of SRId Seattle IThas direct access to the application or the data.

As Seattle IT supports tli@AD system on behalf of SPD, a Management Control Agreem
exists between SPD and Seattle IT. The agreement outlines the specifications for comp
and enforcement related to supporting the CAD system through id&grartmental
partnership. The MCAaa be found in the appendices of this SIR.

Data obtained from the system may be shared outside SPD with the other agencies, en
or individuals within legal guidelines or as required by law.

Datamay be shared with outside entities in connection wetiminal prosecutions:

 Seattle/ AG& ! GG2NySeQa hFTFFAOS

YAY3I [ 2dzyié tNRaAaSOdziAy3d ' GG2NySeQa h
King County Department of Public Defense

Private Defense Attorneys

Seattle Municipal Court

King County Superior Court

Similar entities where prosecution iskederal or other State jurisdictions

= =4 -4 4 4 -4

Data may be made available to requesters pursuant to the Washington Public Records
Chapter 4256 RCWat w! € 0 {t5 gAff I LILIX & I LILIKX A O
disclosing to a requesteindividuals have the right to inspect criminal history record
information maintained by the departmenRCW 10.97.03GPD Policy 12.0p0ndividualsan
access their own information by submitting a public disclosure request.

PerSPD Policy 12.08the Crime Records Unit is responsible for receiving, recording, anc
respondingtor§ dz<SaGa aF2NJ DSYSNIf hF¥FFSyasS wSLR
20KSN) ¢ SYyF2NOSYSyld 3ISyOrASaszs |a ¢Stf¢
Discrete pieces of data collected by CAD may be shared with other law enforcement ag
in wanted bulletinsand in connection with law enforcement investigations jointly conduc
with those agencies, or in response to requests from law enforcement agencies investic
criminal activity as governed I8PD Policy 12.02Md12.110. All requests for data from

CSRSNIf LYYAINIGAZ2Y YR /dzald2Ya 9y TF2NDS
Office Legal Counsel in accordance with the Mayoral Directive, dated February 6, 2018

SPD shares data with authorized researchersyant to properly execute research and
confidentiality agreements as provide BYD Policy 12.055This sharing may include
discrete pieces of data related to specific investigative files collected by the system.

6.2Why is data sharing necessary?
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Q“S City of Seattle

Data sharing is not an automatic component of the CAD system. Instead, digiees of
datamay be sharedavith outside agencies and individuasly within the context of the
situations outlined in 6.1Data sharingnaybe necessary for SPD to provideordinated,
rapid responses to 911 incidents, particularly reducing the amount of time needeashtact
individuals, thereby improving outcomes.

6.3 Are there any restrictions on norCity data use?

YesH No?d
6.311F &2dz F yYASSNBR &Sasx LINPOARS | O2L® 2F (K
for ensuring compliance with theseestrictions.

Law enforcement agencies receiving criminal history information are subject to tf
requirements of28 CFR Part 2@egulating criminal justic&@formation systemsln
addition, Washington State law enforcement agencies are subject to the provisic
WAC 44680-260(auditing and dissemination of criminal history record infi@ation
systems)andRCW Chapter 10.9¥Washington State Criminal Records Privacy. Act

Once disclosed in response to PRA request, there are no restrictions edityotata
use; however, aplicable exemptions will be applied prior to disclosure to any
requestor who is not authorized to receive exempt content.

6.4 How does the project/technology review and approve information sharing agreements,
memorandums of understandingnew uses of tie information, new access to the system by
organizations withinCity of Seattleand outside agencies?

Research agreements must meet the standards reflectésPiB Policy 12.05baw
enforcement agencies receiving criminal history information are subject to the requirem
of 28 CER Part 20n addition, WashingtoBtate law enforcement agenciase subject to the
provisions ofVAC 44620-260, andRCW Chapter 10.97

6.5 Explain how the project/technology checks the accuracy of the information collected. If
accuracy is not checked, please explain why

The CAD system documents information provided by the participants and witnesses in 1
event beng reported, as input by SPD personnel. The system itself does not check for
accuracy of the information that is provided by personnel. Instead, the Department may
later determine that the information provided was not accurate and can provide updatec
information.
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Q“S City of Seattle

6.6 Describe any procedures that allow individuals to access their information and correct
inaccurate or erroneous information.

SPDrannot delete any information in CAD. Updatesinformation may be added to
individual CAD events by SPD pearsel with access to CAD

Individuals may request records pursuant to the PRA, adigiduals have the right to inspect
criminal history record information maintained by the departmeROW 10.97.03GPD Policy
12.050. Individualsan access their own information by submitting a public disclosure reque
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Q“S City of Seattle

7.0LegalObligations, Risksand Canpliance

7.1What specific legal authoritiegand/or agreements permit and define the collection of
information by the project/technology?

CAD data is not legally constrained at the local, state, or federal level. Instead, retentio
data is restricted. SPD retains CAD data that is not case specifiofrelated to an
investigation) for 90 days.

Cae specific datas maintained for the retention period applicable to the specific case tyj

7.2 Describe what privacy training is provided to users either generally or specifically relevant
to the project/technology.

SPD Dispatchers undergo training on the use of @AI2h includes privacy training.

Allauthorizedusers of CAD must be CJIS certified and must maintain Washington State
ACCESS certification.

SPD Policy 12.050andates that all employeeagceive Security Awareness Training (Leve!
and all employees also receive City Privacy Traidih@PD employees must adhere to law
City policy, and Department PolicyKD Policy 5.0pImany of which contain specific privac
requirements. Ay employees suspected of being in violation of laws or policy or other
miscanduct are subject to discipline, as outlinedd®D Policy 5.002

The CJIS trainimgquirements can be found in the appendices of this document, as well .
question 3.3, above.

7.3 Gven the specific data elements collected, describe the privacy risks identified and for
each risk, explain how it was itigated. Specific risks may baherent in the sources or
methods of collection, or the quality or quantity of information included

CKS ylIidz2NE 2F GKS 5SLINIYSYGQa YAaarzy
information many may believe to be private and potentially embairggaViinimizing privacy
risks revolve around disclosure of personally identifiable information.

SMC 14.12ndSPD Policy 6.0RA NEOG Fff {t5 LISNAR2YYSt I
AYVF2NXIEGA2Y O2yOSNyYyAy3I | LISNB2Y Q& &SEdz
religious activities mst be for a relevant reason and serve a legitimate law enforcement
LJdzN1J2 & S d¢  flicdRsRidsiitdke oAreihengpBotographing demonstrations or
20KSNI £ gFdzt LIREAGAOIE | OGAGAGASAD® LT F
photogragh themég

Further,SPD Policy 5.146rbids biasbased policing and outlines processes for reporting
documenting any suspected biaased behavioras well as accountability measures.

Finally, see 5.3 for a detailed discussion about procedures related to noncompliance.
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Q“S City of Seattle

7.41s there any aspect of the project/technology that might cause concern by giving the
appearance to the public of privaantrusion or misuse of personal information?

The privacy risks outlined in 7.3 above are mitigated by legal requirements and auditing
processes (i.e., activity logs) that allow for any auditor, including the Office of Inspector
General and the federal mdaor, to inspect use and deployment of CAD.

The largest privacy risk is the-anthorizedrelease of personally identifiable information
deemed private or offensive in the RCWb mitigate this risk, the technologglls under the
current SPD policies around dissemination of Department data and information reflected in

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
DEPARTMEN DISPATClpage 23



Q“S City of Seattle

8.0 Monitoring and Enforcement

8.1 Describe how the project/technology maintains a record of any disclosures outside of the
department.

PerSPD Policy 12.08the Crime Records Unit is responsible to receive and record all

NBljdzSaia aF2NJ DSYSNIXf h¥FSyasS wSLER2NIa ¥
SYy¥F2NOSYSyid F3SyOAaSas a ¢Sttt a FNRY A
F2N) LJzof AO RA&Of 2adzNBE I NB f 233SR rdledsed t 5
subsequently in response to subpoenas is then tracked through a log maintained by the
''YAUGD tdzof AO RAAOf 2adzNB NBljdzSaida | NB N
Response System, and responses to Public Disclosure Requests, gnasgonsive records
provided to a requestor, are retained by SPD for two years after the request is complete

8.2What auditing measures are in place to safeguard the information, and policies that
pertain to them, as well as who has access to the #@utdhta? Explain whether the
project/technology conducts setaudits, third party audits or reviews.

{t5Qa ! dzZRAGZ t 2f Aiauthdrizédto aorldciditdolaKinves8oativeh 2
data collection software and systema addition, the Officef Inspector General and the
federal monitor can conduct audits of the software, and its use, at any tidedit data is
available to the public via Public Records Request.

The latest CJIS technical security audit from 2017 can be found in Appesfdihis SIR.

Retroactive Technology Request BEATTLE POLI Privacy Impact Assessmdrurveillance Impact Report(OMPUTERIDED
DEPARTMEN DISPATClpage 24


http://www.seattle.gov/police-manual/title-12---department-information-systems/12080---department-records-access-inspection-and-dissemination

Q“S City of Seattle

Financiallinformation

Purpose
This section providesdescription of the fiscal impact of the surveillance technolag/
required by the surveillance ordinance

1.0 Hscallmpact
Provide a description of the fiscal impact of {®ject/technology by answering the questions
below.

1.1 Current or potential sources of fundingnitial acquisition costs

CurrentH potentialf
Date of initial Date of go Direct initial ~ Professional Other Initial
acquisition live acquisition  services for acquisition  acquisition
cost acquisition  costs funding

source

N/A N/A N/A N/A N/A General
Obligation
Bonds, King
County
Voter-
Approved
Levy, Capitol
Project Fund,
and IT
Operating
Funds.

Notes:

The existing CAD system has been in place for more than 10 yidgasiocuments related tc

this legacy technolgy projects SNB LIJJZNHBSR | FGSNJ &AE &SI NJ

sowe are unable to find specific information related to timtial cost of acquiring CADhe

City appropriated $3,228,000 in 2004 for the acquisition of the existing CAD system.

1.2 Qurrent or potential sources of funding: m-going operating costs, including maintenance,
licensing, personneliegal/compliance use auditing, data retention and security costs.

CurrentH potentialf

Annual Legal/compliance Department IToverhead Annual funding
maintenance and audit, data overhead source
licensing retention and

other security

costs
$333,757 N/A N/A N/A N/A
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Q“S City of Seattle

Notes:

¢tKAad A& Fdzy RSR GKNRdzAK (KS /-KliiReogram @ifise/ S N
reimburses the City up to 50% of the initial purchase and maintenance costs for CAD, u
100% of 91-1 call taking modules, and up to 25% of data storage costs anduesable.

1.3 Gost savings potentiathrough use of the technology

These are not quantified; however, the use of CAD systems is standard practice in eme
response in the United Statesid has been for decadeBrior to the development of this
type of system9-1-1 Centercall takers wrote the specifics of emergency calls on paper
notecards which were delivered to dispatchers on a conveyer belt. The cost savings prc
usingCAD technology is measurbdy its impact on efficienes

1.4 Qurrent or potential sources of funding including subsidies or free products offered by
vendors or governmental entities

The King County E91 Program Office reimburses the City up to 50% of the initial purch
and maintenance costs for CAD, up to 100%-bfl19call taking modules, and up to 25% of
data storage costs are reimbursable.
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Q“S City of Seattle

Expertise andReferences

Purpose

The following information is provided to ensure ti@buncihas a group of experts to reference
GKAETS NBOGASgAYT (KS 02 YLISKIGCHR 12@ENIISWMR X & NYRORI fAdY
referenced must be made aware ahead of publication that their information has been included.

All materials must be availabfer Councilto access or review, without requiring additional

purchase or contract.

1.0 Other GovernmentReferences
Please list any other government bodies that have implemented this technology and can speak
to the implementation of this technology.

Agency, municipality, etc. Primary contact Description of current use

Numerous other agencies use  No available Not available
Versaterm, includinghe

Anaheim Polic®epartment the

Austin Policddepartment the

Bellingham PolicBepartment

the Minneapolis Police

Department, the San Jo$®lice

Department, and the Salt Lake

CityPolice Department.

2.0 Academics(onsultants, andOther Experts
Please list any experts in the technology under consideration, or in the technical completion of the
service orfunction the technology is responsible for.

Agency, municipality, etc.  Primary contact Description of current use

Versaterm 4806637739 ¢ SOKYAOFf a&adzL

infoUSA@versaterm.com  YS€ of Versaterm

3.0 White Papers orOther Documents
Please list any authostive publication, report or guide that is relevant to the use of this technology or
this type of technology.

Title Publication Link
Standard Functional Law Enforcement Informatiol https://it.ojp.gov/documents
Specifications for Law Technology Standards Coun /LEITSC Law_Enforcement
Enforcement Computer (LEITSC) AD_Systems.pdf
Aided Dispatch (CAD)
Systems
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Q“S City of Seattle

RacialEquity Toolkit 6 & w @rgd Engagement forPublic
Comment Worksheet

Purpose
Departments submitting &IRare required to complete an adapted version of fRecial Equity
T2 2 f RET i drder o:
1 Provide a framework for the mindful completion of tl8#Rn a way that is sensitive to
the historic exclusion of vulnerable and historically underrepresented communities.
Particularly, to inform the public engagement efforts departments will complete #s pa
of the surveillance impact repart
1 Highlight and mitigate any impacts on racial equity from the adoption and the use of the
technology.
1 Highlight and mitigate any disparate impacts on individuals or vulnerable communities.
1 Rulfill the public engagemédrrequirements of the surveillance impact report

Adaptation of the RETor Surveillance Impact Reports

TheRETwas adapted for the specific use by tBeattlelnformation TechnologyDS LJ- NIi Y Sy (i & Q
6 Seattlel T BrivacyTeam, theOffice of Gvil RA 3 K @GR 0 xiChiangeeam members from

SeattlelT, SeattleCityLight, SeattleFre Department, SeattlePolice Department, andSeattle

Department of Transpotation.

RacialEquity Toolkit Overview

The vision of theSeattleRace andSocial usticelnitiative 6 a w {is\idLeiminate raciahiequity

in the community To do this requires ending individual racism, institutional racism and
structural racism. ThRETays out a process and a set of questions to guide the development,
implementation and ea&luation of policies, itiatives, programs, and budget issues to address
the impacts on racial equity.

1.0 Set Outcomes

1.1. SeattleCity Councilhas defined the following inclusiowriteria in the surveillance
ordinance andthey serve asmportant touchstones for the risks departments are being
asked to resolve and/or mitigateWhich of the following inclusion criteria apply to this
technology?

5 The technology disparately impaatissadvantaged groups.

5 There is a high likelihood thaersonally identifiable information will be shared with rQity
entities that will use the data for a purpose other than providing @ig/with a contractually
agreedupon service.

'H The techhology collects data that is personalfientifiable even if obscured, deéentified, or
anonymized after collection.

5 The technology raises reasonable concerns about impacts to civil liberty, freedom of speech
or association, racial equity, or sogastice.
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Q“S City of Seattle

1.2What are the potential impats on civil liberties through the implementation of this
technology?How is the department mitigating these risks?

Some personally identifiable information (PIl) gathered during emergency responses cc
used to identify individuals, such as their nagrheme address or contact information.
Victims of criminal activity may also be identified during incident responses, whose iden
should be protected in accordance wi#CW 42.5@40andRCW 70.02

1.3 What are the risks for racial or ethnicitpased biaghrough each use or deployment of
this technology? How is the department mitigating these risks?

Include a description of any issues that may arise such as algorithmic birespmrssibilityfor
ethnic bias toemerge in people and/or system decisioraking.

The mission of the Seattle Police Department is to prevent crime, enforce the law, and
suppat quality public safety by delivering respectful, professional and dependable police
servicesWhile race and ethnicity information of individuals is recorded in the CAD syste
there are no means within the system through which and ethnic bias may entéAge is the
reattimerecord] SSLIAY 3 a2adSY F2NI 2FFAOSNEQ NBa
| NB &dzo 2S00 G2 {t5Qa ShEsedpilisiygEurthel?SPO FDIc\S5514
forbids biasbased policing and outlines processes for reporting and documenting any
suspected biabased behavior, as well as accountability measures.

1.4 Where in the City is the tectologyused or deploye@
'H all Seattle neighborhoods

n Ballard N Northwest

N Belltown i Madison Park / Madison Vel
i Beacon Hill N Magnolia

i Capitol Hill A Rainier Beach

N CentralDistrict A Ravenna/ Laurelhurst

i Columbia City A SouthLakeUnion/ Eastlake
i Delridge A Southeast

N First Hill N Southwest

N Georgetown N Souh Park

N Greenwood/ Phinney n Wallingford / Fremont

i International District N WestSeattle

A Interbay A King county (outside Seattle)
A North A Outside King County.

N Northeast

If possible, please includey maps or visualizations of historical deployments / use.
N/A
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http://app.leg.wa.gov/rcw/default.aspx?cite=42.56.240
http://app.leg.wa.gov/RCW/default.aspx?cite=70.02.020
http://www.seattle.gov/police-manual/title-5---employee-conduct/5140---bias-free-policing

Q“S City of Seattle

1.4.1 What are the racial demographics of those living in this area or impacted by
theseissues?

City of Seattle demographics: Whit€9.5%; Black or African American9%; Amer.
Indian & Alaska Native0.8%; Asian 13.8%; Native Hawaiian & Pacific Islande#;
Other race- 2.4%; Two or more race$.1%; Hispanic or Latino ethnicityf @ny race):
6.6%; Persons of color: 33.7%.

King County demographics: Whi&0.1%; Black or African AmericaB.7%;
American Indian & Alaskan Natigd..1%; Asian, Native Hawaiian, Pacific Islamder
17.2%; Hispanic or Latino (of any rac®).4%

1.4.2 How does the Department t@nsure diverse neighborhood€ommunities, or
individualsare not specifically targetedhrough the use or deployment of this
technology?

The CAD system is used to assist in the dispatch of police resources and docum
SPDs response to requests for service throughout the city of Seattle. There is no
distinction in the levels of service this system provides to the various and diverse
neighbahoods, communities, or individuals within the city.

1.5How do decisios around data sharing have the potential fatisparate impact on
historically targeted communities? What is the department doing to mitigate those risks?

The Aspen Institute on Canunity Change definestructural racismt & & X LJdzo f A C
institutional practices, cultural representations and other norms [which] work in various,
2FT0SYy NBAYTF2NOAY3I gl &a (2DataShddrihiasihep@entidit
be a catributing factor to structural racism and thus creating a disparate impact on
historically targeted communities. In an effort to mitigate this possibility, SPD has establ
policies regarding the dissemination of data in connection with criminal putisers,
Washington Public Records ACth@apter 42.56 RC)\and other authorized researchers.

Further,SPD Policy 5.1406rbids biasbased policing and outlines processes for reporting
documenting any suspected btaased behavior, as well as accountability measures.

Data entered into CAD may be shared alg#sSPD with the other agencies, entities, or
individuals within legal guidelines or as required by law. See section 6.0 for more detail:
about data sharing.
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Q“S City of Seattle

1.6 How do decisions around data storaged retentionhave the potential for disparate
impact on historically targeted communities? What is the department doing to mitigate those
risks?

Like decisions around data sharing, data storage and retention have similar potential fo
disparate impact on historicaltgargeted communities. CAD is the reahe recordkeeping
a2aisSYy T2NI2FFAOSNRQ NBaLRyasS G2 OFffa
existing policies prohibiting bidsased policingFurther,SPD Policy 5.146rbids biasbased
policing and outlines processes for reporting and documenting any suspectebddsiad
behavior, as well as accountability measures.

1.7 What are potential unintended consequences (both negative and positive potential
impact)?What proactive steps can you can / have you taken to ensure these consequences
do not occur.

The most important unintended possible consequence related tacthinued utilization of
the CAD system by SPD is the unintentional release of privacy data. The policies in ple
requiring ACCESS and CJIS certification by all CAD users and the data security proce:
place mitigate the liglihood of this occurring.
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2.0 Public Outreach

2.1 Organizations who received a personal invitation to participate.

Q“S City of Seattle

Please include a list of all organizations specifically invited to provide feedback on this

technology.
, . , 3. Planned Panthood Votes
1. ACLU of Washington 2. Ethiopian Community Center Northwest and Hawaii
4. ACRS (Asian Counselling and ; - coii Action Network 6. PROVAIL
Referral Service)
7. API Chaya 8. Filipino Advisory Council (SPI 9. Real Change
10. API Coalition of King County | 11. Friends of Little Saigon 12. SCIPDA
. : . 15. Seattle Japanese American
13. API Coalition oPierce County | 14. Full Life Care Citizens League (JACL)
16. CAIR 17. Garinagu HounGua 18. Seattle Neighborhood Group
19. CARE 20. Helping Link 21. Senior Center of West Seattle
22. Cen_tral International DIStr.ICt. 23. Horn ofAfrica 24. Seniors in Action
Business Improvement Distrig
25. Church Council of Greater 26. International IMCDA 27. Somali Family Safety Task
Seattle Force
28. City of Seattle Community 29. John T. Williams Organizing | 30. South East Effective
Police Commission (CPC) Committee Development
31. City ofSeattle Community : , 33. South Park Information and
Technology Advisory Board 32. Kinkgp ComMmEiip HealNeg Resource Center SPIARC
34. City of_Se_attIe Human Rights 35. Korean Advisory Council (SPI 36. STEMPaths Innovation
Commission Network
37. Coalition for Refugees from | 38. Latina/o Bar Association of | 39. University of Washington
Burma Washington Women's Center
40. Community Passageways 41. Latino Civic Alliance 42. United "?d'ans of All Tribes
Foundation
43. Council of American Islamic | 44. LELO (Legacy of Equality,
Relations Washington Leadership, and Organizing) 45. Urban League
46. (E;;E),)Afncan favisory ColRgy 47. Literacy Source 48. Wallingford Boys & Girls Club
49. East_Afrlcan Community 50. Millionair Club Charity 51. Wgsljlngton Association of
Services Criminal Defense Lawyers
: 53. Native American Advisory :
52. Education forAll Council (SPD) 54. Washington Hall
55 E| Centro de la Raza 56. Nor_thwest Immigrant Rights | 57. West A_fncan Community
Project Council
58. Entre Hermanos 59. OneAmerica 60. YouthCare
61. US Transportation expertise | 62. Local 27 63. Local 2898
64. (SPDPemographic Advisory | 65. South Seattle Crime 66. CWAC
Council Prevention Coalition (SSCPC] "
67. NAAC
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Q“S City of Seattle

2.2 Additional Outreach Efforts

Department | Outreach Area Description
SPD Meeting: South Deputy ChiezarthGreen presented the three SPD Group 2
Seattle Crime surveillance technologies. Opage summaries and event flyer

Prevention Council | were distributed. DC GarthGreen and Policy Advisor fielded
guestions about the technologies. Attendees were directed to th
public BKL event and selgtigov/privacy to provide comment. No
physical comment sheets were collected at the event.

SPD Meeting: Fabulous Officer Ritter presented thiseeting to approximately 40 member
Forum of the public. The public meeting flyer was distributed, paired wi
a brief introduction to the information around SPD's technologie
currently open for public comment through3 The Fabulous
Forums are designed taqvide valuable educational information
to the public regarding a variety of topics ranging from the SPD'
cultural history, to how the SPD works at enhancing the
relationships between Seattle's police and population it serves,
employment opportunities, hiz crimes education, self defense ar

much more.
SPD Meeting: East African| A brief presentation on SPD's group 2 surveillance technologieg
Advisory Council given. Ongpage overviews of the technologies were handed out

resources in both English and transidteto Somali. Attendees
were directed to seattle.gov/privacy to provide comments on the
technologies.

SPD Meeting East African Community Senior Lunch

SPD Meeting: East A high level overview of the Surveillance Ordiren@s provided. A
Precinct Advisory brief introduction to SPD's group 2 technologies (CopLogic, CAl
Council at Seattle 911 Logging Recorder) was also provided. One page overviews
University each technology were distributed and attendees were directed t
seattle.gov/privacy to provide public commeon the technology.

ITD Social Media Directed Tweets and Posts related to Open Pubiimment Period
Outreach Plan: for Group 2 Technologies, as well as the BKL event
Twitter

SPD, SFD, Social Media Tweets and Retweets regarding Group 2 comment period and/d

OPCD, OCR, | Outreach Plan: BKL event

SPL, SDOT, Twitter

SPR, SDCI, SC

OLS, Seattle

City Council

ITD Press Release Press release sent to several Seattle media outlets.

ITD Ethnic Media Press | Press Release sent to specific ethnic media publications.
Release
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Q“S City of Seattle

ITD Social Media Seattle IT paid for boosted Facebquists for their BKL event.
Outreach Plan:
Facebook Event Pos

ITD CTAB Presented and utilized the Community Technology Advisory Bo
(CTAB) network and listserv for engaging with interested memb
of the public

ITD Blog Wrote and published a Tech Talk blog post for Group 2

technologies, noting the open public comment period, BKL ever
and links to the online survey/comment form.

ITD Technology Viden | Seattle IT worked with the Seattle Channel to produce several s
informational/high level introductory videos on group 2
technologies, which were posted on seattle.gov/privacy. And us
at a number of Department of Neighborhootisl focus groups.
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Q“S City of Seattle

2.3 Scheduled public meeting(s).

Meeting notes, sigiin sheets, all comments received, and questions from the public will be
included in Appendix B, C, D, E, F, G, H and I. Comment analysis will be summarized in section
3.0 Public Comment Analysis.

Location Bertha Knight Landes Room, 1st Floor City Hall
600 4th Avenue, Seattle, WA 98104

Time February 27, 2018; 6 p.m.8 p.m.
Capacity 100+

Link to URL Invite BKL Event Invitation
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2.4 Scheduled focus Group Meeting(s)

Meeting 1

Community
Engaged

Date
Meeting 2

Community
Engaged

Date
Meeting 3

Community
Engaged

Date
Meeting 4

Community
Engaged

Date

Retroactive Technology Request BEATTLE POLI

Council orAmericanlslamic RelationsWashington (CAHR/A)

Thursday, February 21, 2019

Entre Hermanos

Thursday, February 28, 2019

Byrd Barr Place

Thursday, February 28, 2019

Friends of Little Saigon

Wednesday, February 27, 2019

whk OA ¢
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CﬁlS City of Seattle

3.0Public Comment Analysis

3.1Summary of Response Volume

Number of Public Participants

74
Neighborhood
Ballard 15
4 Central District 5
Total Public Comments Capitol Hill 4
First Hill 4
46 Ravenna / Laurelhurst
West Seattle
Beacon Hill
Belltown
Participation Method Northeast

Rainier Beach

31 Beacon Hill, Southeast

Greenwood / Phinney
19 ’ 2
Interbay

International District

Delridge 1
Queen Anne 1

Prefer not to identify 18

8
6 6
. 4 Southeast
- - - Wallingford / Fremont
o 6o oo o' alm

King County (outside Seat... 4 Lol \ -5
Outside King County 2

Gender Age Ethnicity

47% 43%

26%

23% 20%
14% 12%
9%
4% )
. 7 . Bl -

3.2Question One: What concerns, if any, do you have about the use of this technology?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please sefppendix Hor all comments received from the public
about this technology.

3.3 Question Two What value, if any, do you see in the use of this technoldgy

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please sefppendix Hor all comments eceived from the public
about this technology.

3.4 Question ThreeWhat do you want City leadership to consider about the use of this
technology?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please seéppendix Hor all comments received from the public
about this technology.
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Q“S City of Seattle

3.5Question Fou: Do you have any other comments?

Due to the low volume of responses received about this technology, a comment analys
not ableto be completed Please seéppendix Hor all comments received from the public
about this technology.
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Q“S City of Seattle

4.0 Equity Annual Reporting

4.1 What metricsfor this technologybe reported to the CTO for the annual equity
assessments

Respond here.
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Q“S City of Seattle

Privacyand Civil Liberties Assessment

Purpose

This section shall be completedter public engagement haoncludedand the department has

completed the racial equity toolk#ection aboveTheprivacy andivil libertiesassessmenis completed

bytheO2 YYdzy A i& &dzZNBSAt I yOS ¢&@Niesuldllad®dirddcedtich2 NJ A y 3
states that the working grouphal:

dProvideto the executive and th€ity Councila privacy and civil liberties impact assessment for ezléh
that must be inclded with any departmental request for surveillance technology acquisition-osen
approval. The impact assessment shall include a description of the potential impact of the surveillance
technology on civil rights and liberties and potential disparateaiotp on communities of color and

other marginalized communities. TI&TI Gshall share with the working group a copy of Bikthat shall
also be posted during the period of public engagement. At the conclusion of the public engagement
period, theCTGshallshare the final propose8IRwith the working group at least six weeks prior to
submittal of theSIRo Councilfor approval. The working group shall provide its impact assessment in
writing to the executive and th€ity Counciffor inclusion in theSIRwithin six weeks of receiving the

final proposedSIR If the working group does not provide the impact assessment before such time, the
working group must ask for a twweek extension of time t€ity Councilin writing. If the working

group fails to subntian impact statement within eight weeks of receiving 8i& the department and
CityCounciimay proceed with ordinance approval withaihie impact statement

Working Group Privacy andQvil Liberties Assessment

Respond here.
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Q“S City of Seattle

CTO Response ferivacy and Civil Liberties Assessment

Respond here.
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Q“S City of Seattle
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Q“S City of Seattle

AppendixA: Glossary

Accountable:(taken from the racial equity toolkitRResponsive to the needs and concerns of those most
impacted by the issues you are working on, particularly to commurofieslor and those historically
underrepresented in the civic process.

Communityoutcomes:(taken from the racial equity toolkitlhe specific result you are seeking to
achieve that advances racial equity.

Contracting equity(taken from the racial equity toolkitEfforts to achieve equitable racial outcomes in
the way theCityspends resources, including goods and services, consultants and contracting.

DONG RSLI NI YSyild 2& ySAIKo2ZNK22Ra

Immigrantand refugee access teervices(taken from the racial equity toolkit(overnment services
and resources are easily available and understandable 8ealtleresidents, including nonative
English speakers. Full and active participation of immigrant and refugee commuaiisds inSeattle &
civic, economic and cultural life.

Inclusive outreach and public engagemeiftaken from the racial equity toolkitBrocesses inclusive of
people of diverse races, cultures, gender identities, sexual orientations andesmmomic staus.

Access to information, resources and civic processes so community members can effectively engage in
the design and delivery of public services.

Individualracism:(taken from the racial equity toolkitBrejudgment, bias, stereotypes about an
individual or group based on race. The impacts of racism on individuals including white people
internalizing privilegeand people of color internalizing oppression.

Institutional racism:(taken from the racial equity toolkitQrganizational programs, policies o
procedures that work to the benefit of white people and to the detriment of people of color, usually
unintentionally or inadvertently.

OCH Office of Avil Rghtsé

Opportunity areas:(taken from the racial equity toolkitneof seven issue areas tliEty of Seattleis
working on in partnership with the community to eliminate racial disparities and create racial equity.
They include: education, health, community development, criminal justice, jobs, hoasimghe
environment

Racialequity: (taken from the racial equity toolkitWhen social, economic and political opportunities
FNE y20 LINBRAOGSR ol &aSR dzZaRyYy | LISNE2YyQa NI OSo
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Q“S City of Seattle

Racialinequity: (taken from the racial equity toolkitWhen

I LISNE2YQa NI OS OFy [andBRAC
political opportunities and outcomes.

REW aNJ OAlf SldzadGe Gz22ft 1A

Seattleneighborhoods (taken from the racial equity toolkit
neighborhood) Boundaries defined for the purpose of
understanding geographic areasSeattle

502y 2 YA

Stakeholders{taken from the ra@l equity toolkit.)Those
impacted by proposed policy, prograor budget issue who
have potential concerns or issue expertise. Examples mig
include: specific racial/ethnic groups, other institutions like
Seattlehousing authority, schools, communibased
organizations, change teantSjtyemployees, unions, etc.

Structuralracism:(taken from the racial equity toolkitlThe
interplay of policies, practices and programs of multiple
institutions which leads to adverse outcomes and conditio
for communites of color compared to white communities
that occurs within the context of racialized historical and
cultural conditions.

Surveillance ordinanceSeattleCity Councilpassed
ordinancel25376al2 NBFSNNBR G2 | &
ordinanceg

Il Area Shared by Two Districts
QO Neighborhood Service Centers

SIR osurveillance impact repogt a document which cdpres the fulfillment of theCouncildefined
survéllance technology review process, as requiredlyinancel25376

Workforce equity:(taken from the racial equity toolkitBnsure theCitys workforce diversity reflects
the diversity ofSeattle
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Q“S City of Seattle

AppendixB: Meeting Notice(s)(PDF)
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Q“S City of Seattle

AppendixC Meeting Sgn-in Sheet(s)(PDF)
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Q“S City of Seattle

AppendixD: Department ofNeighborhood Focus Group Notes
Friends of Little Saigon (FOLS)

Please select which technology you wish to comment on:

A SCLBinoculars | SCL: Sensorkn i SFD: Computehided 1 SPD:al1 Call
Transformer Meter (TMS) Dispatch Recorder

i SCLSensorlink i SDOT: Acyclica A SPD: Computedided 'H SPD: CopLogic

Ampstik Dispatch

What concerns, if any, do you have about the use of this technology?

1 Will they keep the data safe on coplogic?

M Can it be hacked?

1 What if you report youneighbour and your neighbour hacks the system and find out?

1 What is the money amount limit for coplogic / Why is there a limit for coplogic?: (a community
YSYoSN) area dKIG akKS o0StAsSgSa GKFdG GKS fAYAG P
aRid 2F LI O1F3Sa O2aid Y2NB (GKIFy bpnn adzOK | a Sf
report it online)

1 The departement is having all these technologies being used but not letting the public aware of
it

9 Coplogic is not clear and is confusing to useatwou can report and what you can't report)

1 If coplogic is known by the community would they use it ? (Community members agreed that no
2yS ¢g2dAZ R dzaS O2L) 23A0 06SOlFdzasS AGQa y24G4 Ay ==AS
fluently even use it.

1 Manycommunity members don't trust the system)

What value, if any, do you see in the use of this technology?

1 Coplogic has been going on for a few years it's not very effective. The only effective thing is that
coplogic is doing saving police hours and time.

What do you want City leadership to consider about the use of this technology?

f azad 2F GKS GAYSZT 2dzNJ O2YYdzyAidié& R2y QG NBLRZ2NI
often tell someone that they trust a friend. Is there an option that someone apdrtea crime
for someone else?

Other comments:

1 The government should be more transparent with the technology system with the public.
9 The translation is much far removed from the actual Viethamese language.
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Q“S City of Seattle

1 The translation is very hard to understand, the language is out of context (The flyer is poorly
translate)

1 Is there resources to support these technologies? Is there translatiotiasd is accessible for
everyone? Will this accommodate everyone?

1 Police should have a software that connects them to translation and interpretation right away
instead of having to call a translator

f How will other people know of the technology if thewc® i O02YS (2 F20dza 3I NP dzLJ
as flyers? Social media? Etc.

1 Besides face to face meetings, are there plans to execute this information of the technology and
surveillance to the community?

1 Will the City of Seattle go to community events, temples thurch to reach out to the
community and explain the technologies?

1 These technologies are taking a part of our taxes, so everyone should know. It should be for
everyone to know, not only catered to one group or population.

Are there anyquestions you have, or areas you would like more clarification?

How effective are the tools/technology?

How many people know of these technologies? Provide statistics
What are the statistics of the coplogic?

What is the data and statistics for coplogicamhat are people reporting?
What is the most common crime that they are reporting?

And how effective is coplogic based on the statistics and data?

=A =4 =4 4 -8 -4
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Q“S City of Seattle

Friends of Little Saigon (FOLS)
Please select which technology you wish to comment on:

i SCLBinoculars | SCL: Sensorkn A SFD: Computer 'HSPD:9l1 Call
Transformer Meter (TMS) Aided Dispatch Recorder

i SCLSensorlink | SDOT: Acyclica 'H SPD: Computer 1| SPD: CopLogic

Ampstik Aided Dispatch

What concerns, if any, do you have about tluse of this technology?

1 CAD did not work from experience. A community member said that they reported that they
needed assistance at 10:00pm and no one showed up, then had to call 911 at 12:00am and
someone finally showed up at 4:30am

1 Why create more optios and technologies if the police department and government can not
adzZLJL2 NI AGK LdQa F gladsS 2F GAYS FyR Y2ySe o6dl
implement technology.

1 Government should have enough personals to support translation if thegsehto translate.

What do you want City leadership to consider about the use of this technology?

1 The city should focus on having the community review the technologies that are yet to be
implemented.
I The Vietnamese community is not getting tindormation we need to report crimes

Other comments:

1 Engagement is very important. Engaging the community and engaging different demographics.

1 Friday night, Saturdays, and Sunday afternoon work the best for the Viethamese community.

1 If the city wants torivolve the viethamese community and engage the Vietnamese community,
it is important to accommodate with our community It is important to proofread the translation,
have 3 people proofread. Someone
pre 1975, post 1975 and current Vietnamese language goliernment clearly does not
proofread the translation.
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Q“S City of Seattle

Council on American Islamic Relations, Washington (GAKR)
Focus Group with Council on Ameridatamic Relations, Washington
Thursday, Feb. 21, 2019

Technology Discussed: CopLogic

1. 52 @e2dz KI S O2yOSN¥ya lo62dzi GKA&A ALISOATAO GSOKY

0 Having used the system myself the one thing | noted was the type of report you can file,

GKSe lal l[dSatazya tA1S AF &2dz {ySe¢ (GKS &dz
did it. and you check a box that says | understand that no one is going to investigate this
A What is the point of having a system in place than If no one is going to
investigate it
A ltis for common things like my car is broken into and stuff was taken out of my
car, you can file it if you need a report for insurance. But if you were to call that
FYR NBLR2NI (2 (GKS LRfAOS:I GKSe& ¢g2dZ Ry Qi

o0 So for example if | can be a straight up Islamophobe and | can see a Muslim woman and
make a bunch of false reparbnline, and how long would it take for someone to say |
see you making all these reports. Because people can make so many different reports,
how do you deal with that

A There are very limited types of reports that it will accept. So if someone wanted
to report graffiti and they were reporting more hate crime related graffiti an
officer will review the report

A So | think the review process would be really important

0 ' Y2G0KSNJ 0FNNASNI Aa GKIG AdGQa Fy 2ytAyS aeal
there is this assumption that everyone has access to internet and computers. And what
LQY KSINAYy3I A& GKFG LIS2LXS OFly 2dAadG FAES |
people can do that on their computer what stops them from being able to file edleth
cases about certain groups and individuals.

o0 Additional there have been cases in the past where people are abusing reporting
a2ai0SYP ¢KAaA 2yS R2SayQi lff2¢ @&2dz G2 NBLRN
happening in the future so | wanted theo be mentioned. The other thing under
LIN2GSOGA2Y Aa alea Ftf FFOGA@AGE OFy o6S &adz2Nn
and this company does a lot of research on crime mapping which brings up some of the
concerns on like CVE

A But what you are sagg is that lexis nexus does other mapping that it can use
this information for

A Yes, because | want to clarify what is the technological ambition of SPD because
L R2y Q0O GKAY]l GKAA g2dAd R ¢2N] 6Stt Ay Gl
served. And | wald want a contract review of what lexis nexus does. Will the
info stay on the data and server of lexis nexus, what happens to it

0 Another thing is has SPD given Lexis nexus to use this in any of the research data they
do, because they put out a lot of orination regarding mapping, and crime control. And
what information are they allowed to take

0 We have seen recently people doing interesting things when reporting crimes. | think its
important to realize that when reporting crime people have a differentcpetion when
reporting crime. People will see you in a certain neighborhood and might think they
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stole that car, or are doing something bad here. So when we give people the ability to
report online we need to be concerned with accessibility about peogiegiable to
NELI2ZNI FTNBEStex yR ¢S alg F2NI I &SENI GKFG A
AgAYYAY3 LR2f az2YS2yS Oly OFftf FyR ale (KSe
FftSOALFGS a2YS 2F GK2aS OF f t the siliiGhdotheNBE IS
problem
0 What is the logic behind this overall, because is seems like it presents more cons than
pros, and what is analytics database you use to look at these reports. Because when |
am using government data base | can see where | ne@@ surveillance etc. so we are
getting all these open wholes in the system. Is this a right wing Donald trump agenda to
watch neighbors of color and surveillance
o |think im more concerned with where does this information end up and how is it used
0 What is the usefulness of the information that is not followed up on. And how does it
KSfL) 6KS 1LIS2LX S AdQa | Oddzrfte aSmigigrIkK {2 1
white supremacy group and they have people in different areas report issues about
different Muslim groups in Seattle how do you prove the validity of these information
FYR YIF1S adaNB GKSe@ IINByQi 2dzaid OF dzaAy3a KI N
2. What value do you think this brings taiiocity?
9 1think technology saves time, money, makes filing a report easy, | had to do that once it
takes a lot of time.
T L FLILINBOAFGS GKFEG AG Aa SFAASNI a2 a2YSUKAY:
3. What worries you about how this is ed?
1 The only issues | can think of right now is it seems like it would be very easy to make a
fraudulent report or a report that is for a small thing that you can make into a big thing,
like the things you see go viral on the internet. So now it seemsHik barrier to
making a police report is smaller
9 I agree I think the bar is lowered and different people are perceived differently. And we
KFIdS 4SSy K2 {t5 ONRYAYlIfAT S&a& RAFTFSNByld O7
be criminalizing
9 Aot of dfferent kinds of reports have to do with peoples perceived notion, so my
O2yOSNYy 02YS&a FTNBY K2g R2 6S YIS &adaNBE GKI
YIL) 2dz2N) 6 KSNB adzaf AYa fAOBSKkINBZ FYyR GKSNB
tomonitori KSY® 1 2¢g R2 ¢S SyadaNB (KIG GKAAa AayQi
f ¢KS 2yf& O02YYSyd L KI@S GKIFIdG Ay (GKS FT2N¥xa L
out the form if you are naming a specific individual, you can name a group, but a not a
person. Tl following criteria is there no known suspects, it happens in Seattle, so
things like thefts. So you can report, graffiti, identity theft, credit card fraud, simple shop
lift. So when | click report it says if you have a suspect it says please callhémd w
press report it allows me to report anonymously, so | could report against a community
with no follow up
12 Sttt GKIG R2SayQi &Nodrindasiidkas Yafewaydd vew i | NB S § |
holly, or new holly gathering hall, and it can target the peopléat
O2YYdzyAlled ! yR LIS2LX S R2y Qi FSSt 02Y7F2NJ
So it targets area if not targeting people
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1 When | was buying the house in Dallas (participant currently still lives/works/plays in
Seattle) one of the first things | did wéooking at a crime map and based off of that if
someone is making a lot of reports can that be used for crime mapping because than
GKIFIG OFly t26SNJ GKS LINBLISNIe& @lftdsSed ' yR AF
being used

1 Its definitely possibléor people to report inaccurate information

4. What recommendations would you give policy makers at the City about this technology?

a. But my concern is reporting someone that can really target people of color. And that
happens much more threatening to people. So the concept of an upset black women is
more intimidating than an upset women that is another race and how many times will
behavor like that be reported. Or how many times will a black man be reported against
0S0OIFdzaS A4 aSSvya aOFINEo® {2 L GKAYy]l Al t26SN
AYRAGARIZ f 6KSy @&2dz R2y Qi KIF @S G2 aGrtl d2 |

b. My questions are, how accessibléSar 02 LJ £ 23A 0 (2 LIS2LX S 6K2 R2
gyt AaK®d® 1 2¢g A& {t5 3I2Ay3 G2 R2 gKIG GKS& (
impact communities they are already having issues with like the Sea Tac community that
already feels threaten and criminzéd by communities.

5. Can you imagine another way to solve the problem this technology solves?
1 Sothe SPD is very data driven these days and the one thing we repeat is report report
report, call 911 and report online whatever you thinking is happeningabse all of that
goes into their data base and is used for them to use resources and put police based off
of where there is more crime. The report report report mentality assumes there are
good relationships between the community and police, so evenvifS8@ y S R2Say Qi R
a2YSUKAY3 oO0FRYX L R2yQlU 1y2¢ (GKFG GKS@& g2dzZ F
f CNRY GKS O2YYdzyAide L KI@S 0O02YS FNRBY L Y ¢
online reporting so how do we make sure that we are giving evergooess to use
online reporting. And there are certain crimes that are so common in areas that they
R2y Qi S@Sy NBLER2NI Al 0SOlFdzaS GKSe GKAYy]l GKSE
9 1think the department should solely rely on the technology only as a Wegliecting
info they should still use in personal resources to actively participant in local community

FYR YI{1S O2yyS0Oiizya &82dz OFyQi NBfte 2yta 2y

6. Other comments
a. Also in this day in age we need to consider that imntigrais a issue, and this
administrative has blended the different agencies so people have a hard time knowing
where SPD starts and ICE starts and those lines have been blurred and that is a real
concern for many families
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Council on Islamic Relations, &hington (CAIRVA)
Focus Group with Council on Ameridatamic Relations, Washington
Thursday, Feb. 21, 2019

Technology Discussed: Binoculars/Spotting Scope
1. 52 &2dz KI @S O2yOSNya lo2dzi GKA&a aAaLISOAFTAO i
t S2LIX S Ay 2dzNJ O2YYdzyAilieé R2y QG KIF@S (KS
conversation. A lot of these people are literate, and might not have the same
cultural values. For Muslim womehere are a type of consent that you have
when you walk outside and are covered in a certain away versus when you are in
the privacy of your own home. And people might not have that cultural and
religious awareness
a. | had one quick concerns, as far as tlaga that is collected using these
binoculars, who has access to it

1 Seattle City Light: Information goes into the billing system, which
customers can access if they have the automated reader but do not have
access to under the current system

1 I know the faus is on binoculars but my mind is on new technologies and when
people who are consumers and feel like | am overcharged how do | follow up and
get those issues resolved. For systems that are completed based off of
technologies how will I know if that data being altered.

b.

2. What value do you think this brings to our city?
| would just add this is more my general comments | think its good that Seattle
city lights is providing notifications to people when this is happening. Are they
wearing something vislb that show people they are from Seattle city lights?
And is there a way for people to complain?

1 Yes they are wearing vests that are very visible. Yes we have a couple
different avenues the easiest is to call the customer service line and to
submit a comfaint there

3. What worries you about how this is used?
My primary concerns on my end is if someone is looking into my home with
OAY20dzf  NB A& | LINKRGIFOe O2yOSNyo azal
comfortable if someone is using binoculars lewkfrom the outside when we
are not wearing the hijab. My concern is that it is a huge invasion of privacy

a. | have a question as the women expressed the feeling of people reading the
meters with binoculars, if the meter has abnormal behavior or is infardifit
place of the house. Have there been situations where someone sees the person
looking at someone house with binoculars, and they might not have gotten
notified. Or the meter might be on the opposite side of where they are looking.
Are they getting bekground checks? Or are complaints being followed up
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1 Seattle City Light: Yes all city employees have background checks, and if a
complaint gets called in they will go through disciplinary actions
1 What are the average times for disciplinary actions. Havglis the
process for a full investigation
T{SIraddtsS /AdGe [AIKAGY LGQa I YdzZ GALX S
There are warnings, and if there was undo actions. Timeline really
RSLISYRasz LQY y20 &dz2NB
1 Cause | think that people who go through the different nuances of how
privacy can be l@mach that is just the end all be all of how privacy can
breach so | think there needs to be policy put in place so that people
R2y Qi KIF @S GKSANI LINR @I O oNBFOK | yR
pedophile
4. What recommendations would you give policy makerthatCity about this technology?
When | look at the Seattle city of light they do a lot of estimated guesses and as a
consumer they might give you a $500 fee based off of the estimated guesses so |
think it is important to have some sort of device that tegtclearly shows how
much you use

5. Can you imagine another way to solve the problem this technology solves?
My other question is if its actually not efficient why do you get the option to opt
out (of the new automated system). If there is an old scheay of doing it that
involves a breach of privacy because these are human beings using the
binoculars, so If this other option is better why are people having the ability to
opt out.
6. hGKSNJ O2YYSyiday oalyeée 02YYSyi(a dgpfonig RA & Odza
change from binocular use to automated meter readers)
. Who opted out was it home owners?
a. When we go to a place with 12 tenements do all 12 of them have the ability to
opt out or in, or just the owners of the building?
b. Each home owner has a schéglprovided to them and it is a 3 day period which
they can come in and look at the system
c. Isthere a cost to them to have the new meter.
1 Seattle City Light: There is no cost with getting the new meter, but there
is still a cost If we have to send someawout there to read it
2 KFcd L R2y QG dzyRSNRGIFIYR A& sKeé (GKS y
ySg aeaidasSy aiayoS GKFG Aa Y2NB I OOdzNY
binoculars
1 What is the cost of opting out
1 Seattle City Light: There is a flat rate
1 ['was gonna reiterate when we talk about equity and equitable practices. You
can opt out (of the automated system) but there is a fee. And it makes me think
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how much of It is a choose if one of these you have to pay for and the other one
is free. So that@unds a little problematic when looking at choices of equity. |
think choices are great, but also people need to be well informed. Like people
within the community need to have more clear information to make the best
decision for themselves

1 Going back to gople who make the decision. | want the person who are living in
the house to know what decision is being made. So not just the person who
owns the house, but the person living in the home. And not everyone it literate
and not everyone speaks English. Atsdeally important that you are giving
them information they can actually consume. Instead of giving them notices they
cant read
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Q“S City of Seattle

Council on Islamic Relations, Washington (GAMR)
Focus Group with Council on Ameridatamic Relations, Washington
Thurglay, Feb. 21, 2019

Technology Discussed: Acyclica

1. 52
T
T

==

@2dz KI @S O2yOSNya lo62dzi GKA&A &aLISOATAO GSOKY
Where does this data go? Does it go to SDOT? Google maps?

My other question is, it said whatever is being transferred is encrygtéencrypted

means to me is getting data from one device to another will be transferred without it

0SAY3 AYUSNDSLIWISR® 2KIG L R2yQl 1y26 A4z K2
My concern is related to data, yeah we like to use gps. But what is tiiragter, what

is the breach of access. Where is the data being used, and what can that turn into. we

might be okay if the data is only being used for traffic related updates, but they might

use it for more

| also would like to see how acyclica actuallgglohat they do. They are using a lot of

g2NRa GKIG y2N¥YEftte R2y Qi (1y26d {2 L olyid
salting. So for them to be clear about how they doing it. like when whatsapp encrypted

iKSe8 RARYyQl 3IABS dmhoviitheR areSdaihg@ii O2 RS odzi (G 2f F
Asking for a greater transparency for how they are doing this

| think the purpose of it is really important but the biggest concern is collecting all of this
information without consent of passersby.

So the specific identifier &t acyclica uses it mac addresses? You could potentially use

that number to track that phone for the lifetime of the phone, for as long as that phone

is on and being used. And that is very concerning.

Also | want to understand more where is this data gp@nd | want to know if this data

is going to be used for future projects.

| want to ask is this something people opt into

t S2LX S R2y QG S@OSy (y26 GKAA A& o0SAy3d dzaSR

2. What value do you think this brings to our city?

T

| like getting places and | like getting traffic information.

3. What worries you about how this is used?

1

2 KFG L R2yQi tfA1S A& @&2dz dzaAy3d Yeé LK2yS G2
cellphone b be protected. And | wanna know what you can access

L GKAY]l o0FaSR 2y {SFdaGftS FyR {SFilFIO0Qa KAIKE
adzZaf AYa yR gKSNB (GKS& INBZ FyR L R2yQd f A1
track our location or actions they mightK A y1{ A& @A2f Syido {2 o6l 4SR
NEBEO2NR FyR fl g SyF2NOSYSyid F3aSyOAasSa L R2yQf
People who live outside of Seattle are also being impacted by it anytime they drive in

Seattle

[ 2dZ R a2YS2yS (2L 2dzi¢ G6EPARBERWAYIRBYBVA RYAEL
covers cell towers. Because if it covers cell towers the only thing you could is having

your phone on airplane mode
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4. What recommendations would you give policy makers at the City about this technology?

T L GKAYy]1l GKS 0A3 ljdSairaz2y A& gKe FNByQi 6S o
YILEAET 2N 61182 Ay FILOG 12Y2 n dzaSa 6l &aod 2K
gKIFEG 6SNB GKS GNIYRS 2FF (GKSNBQad ! yR L 61ty
decison-making processes

f L R2y Qi GKAYy]l GKAA& RIGlF aK2dZ R 0SS aKINBR gA
interagency programs

¢ LF¥ Fff @2dzOQNB f221Ay3 4 Aa GNIFFAO Ft263 ¢
give traffic flow updates.

1

5. Can you imaginanother way to solve the problem this technology solves?

T L R2yQi 1y2¢6 AT GKAA | fNBIReé SEAaGA odzi &2y
from one technology and use it for a different purposes

T 1think speaking from an industry perspective traateally important to have a
processes for. Because all of this data is being used regardless of if you live in Seattle, or
people live in different countries even who are visiting. That data is being collected. My
dzy RSNR G YRAY 3 A& édaladiredhs Sotny ¢ddc&rdistaw long & (i K
OO0t AOlF {1SSL) G6GKAAa RFEGF> dzaS GKA& RIFIGE® 2 KE
some sort of consent can be used, so something like waze, google maps where people
can opt in can get that information.

1 Road sensors or ways to count cars

9 1think its better to count cars than phones, because there is some expectation that your
car will be monitored.

1 Using vehicle level granulgr
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Entre Hermanos
Please select which technology you wish¢omment on:

8 SCL: Binoculars 8 SCL: Sensorlink 5 SFD: Computehdided 9o SPD:Al1 Call
Transformer Meter (TMS) Dispatch Recorder

8 SCL: Sensorlink X SDOT: Acyclica 5 SPD: ComputeAided o SPD: CoplLogic

Ampstik Dispatch

1) What concerns, if any, dgou have about the use of this technology?
El uso de wifi en Acyclica porque pueden obtener toda la informacion de los teléfonos.

Si vale la pena la inversion

Enfocando al grupo: La tecnhologia ya estd instalada. que les preocupa de su uso?
El trafico sigue igual.
Quien usa o almacena la informacion.
La preocupacion es la coleccién de data.

Coleccion y almacenamiento de informacion es la mayor preocupacion.

No es la coleccion de data lo alarmante sino los recursos (dinero utilizado) ya que o la
tecnologia no estan funcionando porque el tréfico sigue igual. No hay cambio con la nueva
tecnologia, esos gastos no son validos ya que no hay resultados. Esos gastos pudieran ser
utilizados para la comunidad.

También tienen que ver si la tecnologia emite radiacién o alguna otra cosa dafiina;
perjudicial a la salud.

El gobierno tiene todos los datos.

No necesitan esta tecnologia para tener los datos porque ya existen métodos para eso,
incluso aplicaciones o alguna otra cosa.

La otra preocupacion del grupo es que no haya un cambio al problema que se quiere resolver.
En el caso de Acrylica seria el mejorar el tréafico.

A Tecnologias como esta necesitan recolectar mas opiniones de expertos.

A Seria bueno que la informacion sea compartida con la comunidad. (Transparencia en
fines y objetivos de la tecnologia y datos guardados, tacticas implementadas.)

2) What do you want City leadership to consider about the use of this teclogy?
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Hay lugares donde no se necesitan. En algunas partes de Magnolia, Queen Anne,
Northgate, no se ocupan.

Seguimiento de pregunta: En las comunidades donde viven los latinos que tanto se
ocupa Acyclica?

Participante no cree que alli seupan.

Hablaron sobre la necesitad de puntos estratégicos y calles con mas necesidad de ayuda
por causa del tréafico.

What do you think about this technology in particular ?
Bien, la tecnologia ayuda con la velocidad o el movimiento de los coches.

La inbrmacién se guarda y analizan por donde viajas 0 cuantas veces cruzas este
rastreo.

Si es solo para ver el trafico esta bien.

Esta bien en algunas partes. Puede que sea algo bueno. Pero puede que esta techologia
pueda compartir informacion personal quegale ser utilizada de otra forma en especial
si hay Hacking (forma negativa, uso de datos).

La tecnologia en si no es tan grande (de tamafio) para ser algo visualmente
desagradable. La informacién captada a través de estos medios puede que ayude a
conducir el trafico de mejor manera pero también puede que tome informacion
personal.

Are there any questions you have, or areas you would like more clarification?

La tecnologia no es un router, sino coleccion de data para planeaciones urbanas.

t F NOAOALI YGSY aljdzA SNBE ONBSNE GO2ydSyOSN)SE
el trafico.

No se sabe cuando las instalaron, los resultados deberian de ser publicos. Si la
tecnologia es para aliviar el flujo de trafico entonces por qué no extieadgrograma?
O por qué no hay mejoramiento del trafico?

Alternatives to this technology

Retroactive Technology Request BEATTLE POLIt  Appendix D: Department of Neighborhood Focus Group Npf&sveillance Impact
DEPARTMEN Report | COMPUTERIDED DISPAT (i#dge 59



Q“S City of Seattle

Alguna pantalla que indique cuales vias son alternativas puede reemplazar esto.
Cambios al limite de velocidad puede que alivie el flujo del tréfico.

Dejar de construir tanto.

Redisefio de calles ayudaria flujo de tréafico.

El redisefar las vias servira para las futuras generaciones.
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Entre Hermanos

Please select which technology you wish to comment on:

'HSCLBinoculars 'H SCL: Sensorkn N SFD: Computer R SPD:9l1 Call
Transformer Mete(TMS) Aided Dispatch Recorder

A SCLSensorlink R SDOT: Acyclica n SPD: Computer 1} SPD: CopLogic

Ampstik Aided Dispatch

1) What concerns, if any, do you have about the use of this technology?

Los binoculares son preocupantes si la persona no tiene ética. Es preocupante que una
persona vea a través de binoculares a que una tecnologia mida el uso de la electricidad

Al grupo le incomoda el uso de binoculares
Sensorlynkespecificamente la preocupacion seria que le quita el trabajo a una persona.
Si es para detectar robo el grupo cree que hay otras maneras de saber quien roba

gue no tan solo sera para leer la electricidad sino para obtener otros tipos de
informacion si cenaras  fueran usadas

2) What value, if any, do you see in the use of this technology?
Ahorro de energia

Record y datos mas precso

Oportunidad de trabajo a quien utiliza los binoculares
Estabiliza los precios de la electricidad

3) What do you wantCity leadership to consider about the use of this technology?

: Usar background check, uso de uniforme por trabajadores, camara en binoculares.
What do you think about this technology in particular ?

Sensorlink Si

Binoculares son invasivos

Are thereany questions you have, or areas you would like more clarification?
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La confianza en estos medidores seran confiables? Seran efectivos?
El uso de binoculares se puede acompafar de una cAmara afiadida

Alternatives to this technology

Un tipo de escéner en los medidores de energia. Poner sensores en un poste de luz para
grabar solo la data/informacion de electricidad
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Entre Hermanos

Please selecivhich technology you wish to comment on:

A SCLBinoculars | SCL: Sensorkn n SFD: Computer R SPD:9l1 Call
Transformer Meter (TMS) Aided Dispatch Recorder

i SCLSensorlink | SDOT: Acyclica i SPD: Computer  'HSPDCopLogic

Ampstik Aided Dispatch

1) What concerns, if any, do you have about the use of this technology?

Las fallas electronicas son preocupantes especialmente en reportes policiacos.

Las preocupaciones es que el reporte no salié, no lleg6 por cuatqaiar.
No todos podran o saben usar las computadoras.

Fallas de los algoritmos de cada demanda es alarmante.

Que y cuando determina la urgencia de respuesta

Las personas le temen a los policias. Y este medio puede ayudar a que el miedo
disminuya.

La elecdn automatica de cada caso o la manera en que la persona escribio el reporte y
la manera en que la computadora lo entendié es alarmante.

2) What value, if any, do you see in the use of this technology?

La eleccion automatica de cada caso o la manemgueria persona escribié el reporte y
la manera en que la computadora lo entendio es alarmante.

El uso de computadora esta bien para las denuncias.

Si personas usan esta tecnologia y es analizada en tiempo real por otras personas no hay
problema.

Es otro méodo para denunciar

Esta de acuerdo con el uso de computadoras para denunciar solo que no todos son
capaz de usar este método/tecnologia.
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3) What do you want City leadership to consider about the use of this technology?
Que sea multidioma, implementar audio, implementar sistemas que ayuden a
multiples personas con diversas capacidades/necesidades

Si es usada de manera adecuada y como han dicho esta bien.

El uso de la tecnologia es bueno para dar respuesta para taglaedas y personas

What do you think about this technology in particular ?

Grupo estan de acuerdo con su uso.

Puede salvar una vida.

Los riesgos y acciones determinan la urgencia de la intermision policiaca.

Alguna gente se siente mas capazpdesentar una queja a través de este sistema, la
tecnologia en uso tiene validez.

Bueno para la violencia doméstica.
Are there any questions you have, or areas you would like more clarification?

La computadora decidira la importancia/urgencia del m@@mergencia dando a llevar
acciones de emergencia.

Gravedad de emergencia es determina por tecnologia.

La definicion de emergencia es diferente con cada persona.

Cada uno tiene la definicién de vigilancia, pero ¢ que tal la definici@mdegencia?
SITUATIONS TO APPLY ITS USE

Una pelea en la calle, un malestar corporal, cuestiones de vida, abuso doméstico

Si nos basamos en la definicion de emergencia s6lo en cuanto estemos en peligro
inmediato o en tiempos minimos/ de transcurrencia@ante/peligrosa el uso de sera
implementado o limitado solo a instantes inmediatos de peligro.

Para reportar algo que ya sucedié o que son recurrentes.

Basado en el concepto de emergencia, las personas pueden tomar el método adecuado
para reportar su casp a través del medio necesario.
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Los reportes no son andnimos.
Los datos son recolectados aun, a pesar de la opcion escogida.
Alternatives to this technology

Un tipo de escéner en los medidores de energia. Poner sensores en un poste de luz para
grabar sab la data/informacion de electricidad
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Entre Hermanos
City of Seattle
Surveillance
Inicio
Resumen: El departamento de vecindarios quiere saber la opinién de este grupo. Ellos veran
videos de un minuto y medio y encontraran folletos en sus mesas donde encontraran mas
informacion sobre lo visto.

Demograficos:

Ocho personas participaron, una de West Seattle, una de First Hill, dos de Ravenna/Laurelhurst
y cuatro de King County (outside Seattle).

Cuatro personas se consideraron hispano o latino, una como india americana o nativa de
Alaska, y tres no opinaron.

Cinco personas marcaron 18-44 como su rango de edad, dos marcaron 45-64 como el suyo y
una no opino.

Cinco personas marcaron masculino como género, una como transgénero, una como femenino,
y otra no opinG.

Otra Informacién Importante:

0 Preguntas seran hechas.

0 Habra una hoja para poder conversar sobre videos de interés

0 Se les agradeci6 por venir.

0 El concepto de vigilancia serd manejado como la ciudad de Seattle lo maneja.
0 Tom: Agradecié6 a los invitados por venir

Surveillance. In 2017 city council passed an ordinance to see what technology fit the definition

of surveillance. The information gathered by these surveillance technologies are as follows: to

fobser ve or aemantsybehaviots,oractions of identifiable individuals in a

manner 06 which "is reasonably I|likely to raise conc
association, raci al equity or social justice.o

Presentador: Pregunto si la conversacion en inglés fue entendida.
Grupo: Concordo.

Tom: Do not let information on videos stop you from making comments or raising questions.
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Presentador: Dio a entender el concepto de vigilancia como ha sido interpretada por la ciudad

de Seattle. Fue analizadadeesta maner a: fAlLa vigilancia es definid
observan o analizan los movimientos, comportamientos, o acciones de individuales

identificables de una manera que razonablemente levanta inquietudes sobre libertades civiles,

la libertad de expresibn o asoci aci - n, igual dad raci al 0O justi

0 Los movimientos de la gente son observados a través de esta tecnologia y puede que
para algunas personas esto sea incomodo.

0 Las camaras de policia no califican como tecnologias de vigilancia en este tema.
0 La presentacién mostrada en la pantalla a través de los videos sera transmitida en
inglés.
0 Se pidi6 que todos se traten con respeto y que opinen y que su nombre sea
mencionado e incluso la vecindad donde viven.
El Grupo

Participante vino porque quiere obtener méas informacién y dar su opinion. Es de Seattle.
Participante viene de Shoreline/Seattle para ver cuanto la tecnologia entra afecta

Participante vino porque quiere saber qué informacién es colectada por el gobierno y para qué
usan esa informacién. Puede que la informacién obtenida a través de la tecnologia sea usada

para perseguir a personas de color/minorias/personas marginadas.

Participante vino de First Hill, porque quiere ver el punto de vista de la ciudad y ver que
opiniones surgiran.

Participante viene de Seatac porque tiene interés en el temay porque la seguridad es
importante y quiere saber a dénde llega la informacion.

Participante vine en Ravenna/Northgate, quiere ver que tan confiable es la tecnologia y para
gué es utilizada. Perjudicial o beneficial?

Participante vine en Seatac y vino porque es un tema muy interesante ya que se tiene que
saber/mantener informado de lo que hacen los gobernantes.

Participante vino de Burien por la importancia del temay la privacidad.

Presentador: La tecnologia no es nueva. Ya esta siendo usada. Y quieren saber el formato
para que las futuras tecnologias tengan.

El video de Seattle Department of Transportation de Acyclica fue mostrado

Esta tecnologia es un sensor que detecta el wifi. Es un sensor que detecta la tecnologia wifi.
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Seattle Metering Tool fue mostrada

Nadie del grupo sabe del tema mas el presentador no hablara a fondo de esto para no
influenciar opiniones.

Video de Fire Departmentds Computer Aided Dispatc

El 9-1-1 logging recorder video fue mostrado

Aclaracion: Informacién impresa fue entregada explicando cada una de las tecnologias.

Video de Coplogic fue mostrado

El grupo no conocia que se puede reportar a la policia a través de su pagina/en linea.

El video de Seattle Police Computer Aided Dispatch fue mostrado

Esta tecnologia es similar a la de los bomberos.

Se pregunt6 cual video era de interés para analizar

Se acord¢ el analisis de Acyclica, Binoculares/Sensorlink, y Coplogic

Las Preguntas gue sea haran seran las siguientes:
¢, Qué piensan de este sistema de tecnologia en especifico y el motivo de usarla?
¢,Cual creen que sea el aporte de esta tecnologia a la cuidad?
¢, Qué preocupacion les causa el uso que se le dara a este sistema?
¢, Qué recomendarian a el grupo de politicos de la cuidad responsables de tomar las
decisiones de implementar estas tecnologias?
¢, Qué otra manera habria de resolver el problema que esta tecnologia esta designada a
resolver?

La Acyclica

Pregunta: ¢ Qué piensan de este sistema de tecnologia en especifico y el motivo de usarla?
(Como se usay cual es el uso)

1 Bien, la tecnologia ayuda con la velocidad o el movimiento de los coches.

1 Lainformacion se guarda y analizan por donde viajas o cuantas veces cruzas este
rastreo.

1 Sies solo para ver el tréfico esta bien.
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i Esta bien en algunas partes. Puede que sea algo bueno. Pero puede que esta
tecnologia pueda compartir informacion personal que puede ser utilizada de otra forma
en especial si hay Hacking (forma negativa, uso de datos).

1 Latecnologia en si no es tan grande (de tamafio) para ser algo visualmente
desagradable. La informacién captada a través de estos medios puede que ayude a
conducir el trafico de mejor manera pero también puede que tome informacién personal.

Pregunta: Qué es lo que aporta esta tecnologia a la ciudad?

1 Seria algo bueno el aporte por la agilidad del tréfico solo si la tecnologia esta
sincronizada con los semaforos, de otra manera no es Util si no aporta para el
mejoramiento del trafico.

i Participante dice que hay alternativas para esquivar el trafico.

9 Participante opina que la tecnologia es interesante ya que usa google maps y esta de
acuerdo con el mejoramiento del trafico.

1 Si el objetivo es de mejorar el trafico esta de acuerdo. Pero también quiere saber en qué
lugar(es) estaran los aparatos, si algunas personas seran beneficiadas mas que otras.

Pregunta: Qué preocupaciones tienen con posible uso/uso potencial de esta tecnologia?

1 Le preocupa el uso de wifi en Acyclica porque pueden obtener toda la informacion de
los teléfonos.

1 Si el potencial puede ser aplicada a la inversion.
Enfocando al grupo: La tecnologia ya esta instalada, que les preocupa de su uso?
1 Eltrafico sigue igual.
1 Quien usa o almacena la informacion.
1 La preocupacion es la coleccion de data.

Mas de la mitad de grupo opina que esa (el almacén y coleccion de informacion) es la
preocupacion.

1 Participante no esta de acuerdo. No es la coleccién de data lo alarmante sino los
recursos (dinero utilizado) ya que o la tecnologia no estan funcionando porque el tréfico
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sigue igual. No hay cambio con la nueva tecnologia, esos gastos no son validos ya que
no hay resultados. Esos gastos pudieran ser utilizados para la comunidad.

0 También tienen que ver si la tecnologia emite radiacion o alguna otra cosa dafina;
perjudicial a la salud.

0 El gobierno tiene todos los datos.

0 Opinion de otro participante: No necesitan esta tecnologia para tener los datos porque

ya existen métodos para eso, incluso aplicaciones o alguna otra cosa.

La otra preocupacion del grupo es que no haya un cambio al problema que se quiere
resolver. En el caso de Acrylica seria el mejorar el trafico.

1 Tecnologias como esta necesitan recolectar mas opiniones de expertos.

1 Seria bueno que la informacion sea compartida con la comunidad. (Transparencia en
fines y objetivos de la tecnologia y datos guardados, tacticas implementadas.)

Pregunta: Le dirian algo a los politicos algo del lugar donde se encuentran estos aparatos?

1 Hay lugares donde no se necesitan. En algunas partes de Magnolia, Queen Anne,
Northgate, no se ocupan.

Seguimiento de pregunta: En las comunidades donde viven los latinos que tanto se ocupa
Acyclica?

1 Participante no cree que alli se ocupan.

Hablaron sobre la necesitad de puntos estratégicos y calles con mas necesidad de ayuda por
causa del trafico.

Presentrador: Crees que Acylica es como el router de google?

0 La tecnologia no es un router, sino coleccién de data para planeaciones urbanas.

0 Participanteficdgveecermeéegoe | os sensores est
el tréfico.
0 No se sabe cuando las instalaron, los resultados deberian de ser publicos. Si la

tecnologia es para aliviar el flujo de trafico entonces por qué no extienden el programa?
O por qué no hay mejoramiento del trafico?
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Otra pregunta: Alguna otra tecnologia que pueda ser utilizada en vez de Acyclica?

Alternativas:

0 Alguna pantalla que indique cuales vias son alternativas puede reemplazar esto.
0 Cambios al limite de velocidad puede que alivie el flujo del trafico.

0 Dejar de construir tanto.

0 Redisefio de calles ayudaria flujo de trafico.

0 Elredisefar las vias servira para las futuras generaciones.

Tecnologia #2
Sensorlink/Binoculares
Pregunta: Que opina el grupo de la tecnologia?

1 Los binoculares son preocupantes si la persona no tiene ética. Es preocupante que una
persona vea a través de binoculares a que una tecnologia mida el uso de la electricidad.

1 Un sensor que detecta la electricidad seria mejor.
1 Al grupo le incomoda el uso de binoculares.

Pregunta: Qué opinas sobre la tecnologia medidora de electricidad (sensorlink) y que sea
usada en tu casa?

1 Nole incomoda o afecta a dos participantes.

9 La preocupacién seria que le quita el trabajo a una persona.

9 Los binoculares son invasivos.

9 Para que usar binoculares si es que se puede llegar a el hogar y ver el medidor en
persona, pidiendo permiso? Si la tecnologia es usa para ver que las personas se roban
la electricidad, creen que no saben quiénes roban?

9 El grupo cree que si saben.

Pregunta: Cual creen que sea el aporte que esta tecnologia?

1 El video dice que 3 millones de dblares son ahorrados.

Pregunta: De qué manera beneficia esto a la cuidad/ciudadanos/comunidad?
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0 Elrobo de la luz es preocupante.

0 Siyallevan el record y datos y le hacen saber a la comunidad puede que ahorren
dinero.

0 Uso de binoculares puede dar trabajo a una persona y dinero puede ser ahorrado con
esta tecnologia.

0 La tecnologia trae gasto de electricidad para poder ver gastos de luz? Si pretende evitar

el robo entonces los gastos de la factura eléctrica deberian de seguir estables.

Pregunta: La confianza en estos medidores seran confiables? Seran efectivos?

0 Ayuda a la precision, a bajar precios.

0 Que quiten los binoculares seria una sugerencia, o usar binoculares que graban con
video.

0 Siyatienen récord sobre la energia (consumo, gastos, etc.), el robo de energia no es
suficiente para establecer este tipo de tecnologia ya que puede ser identificado el robo o
alguna otra anomalia dependiendo en el nivel alto o bajo o repentino
analizadol/visto/detectado por métodos convencionales ya establecidos.

0 Otrarecomendacién: Usar background check, uso de uniforme por trabajadores,
camara en binoculares.

0 Un tipo de escaner en los medidores de energia. Poner sensores en un poste de luz
para grabar solo la data/informacién de electricidad

0 .La preocupacién es que no tan solo sera para leer la electricidad sino para obtener

otros tipos de informacién si cAmaras fueran usadas.
Tecnologia #3 Coplogic

0 Estatecnologia no solo el ahorro de tiempo, sino el ahorro de tiempo policial ya que
ellos trabajarian en otras cosas

(@]

El uso de computadora esta bien para las denuncias.

[@]3

Si personas usan esta tecnologia y es analizada en tiempo real por otras personas no
hay problema.

Enfoque: Lo que estamos queriendo dialogar es el uso del internet y las denuncias.
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1 Es otro método para denunciar

9 Esta de acuerdo con el uso de computadoras para denunciar solo que no todos son
capaz de usar este método/tecnologia.

Pregunta: En que ayuda a la comunidad?

1 Por qué usar estos métodos?

0 Grupo estan de acuerdo con su uso.
0 Puede salvar una vida.
0 Los riesgos y acciones determinan la urgencia de la intermision policiaca.

1 Alguna gente se siente mas capaz de acudir a través de este sistema la tecnhologia en
uso tiene validez.

0 Bueno para la violencia doméstica.

0 Las fallas electronicas son preocupantes especialmente en reportes policiacos.

0 Las preocupaciones es que el reporte no salid, no llegé por cualquier razén.

0 No todos podran o saben usar las computadoras.

0 Fallas de los algoritmos o cuando o que promueve urgencia de cada demanda es
alarmante.

0 Criterio de demandas y que clase de preocupacion de parametros son confiables tienen

gue ser cuestionados/analizados, y que/quien es digno de prioridad o importancia o de
ayuda.

Pregunta: De qué manera este uso beneficiaria a la comunidad?

0 Personas pueden ser discriminadas

0 Las personas le temen a los policias. Y este medio puede ayudar a que el miedo
disminuya.

0 La computadora decidira la importancia/urgencia del reporte/emergencia dando a llevar
acciones de emergencia.

0 Gravedad de emergencia determina uso de tecnologia.
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Pregunta: Alguna inquietud sobre el uso de esta tecnologia?

0 La eleccion automatica de cada caso o la manera en que la persona escribio el reporte
y la manera en que la computadora lo entendié es alarmante.

Pregunta: En qué situacion usaran esta tecnologia?

0 Una pelea en la calle, un malestar corporal, cuestiones de vida, abuso doméstico

0 Cada uno tiene la definicidn de vigilancia, pero que tal la definicion de emergencia?
0 La definicion de emergencia es diferente con cada persona.

0 Sinos basamos en la definicidbn de emergencia sélo en cuanto estemos en peligro

inmediato o en tiempos minimos/ de transcurrencia alarmante/peligrosa el uso de sera
implementado o limitado solo a instantes inmediatos de peligro

Pregunta: Para qué sirve el reporte de la computadora?

0 Para reportar algo que ya sucedié o que son recurrentes.

0 Basado en el concepto de emergencia, las personas pueden tomar el método adecuado
para reportar su caso y a través del medio necesario.

0 Los reportes no son anénimos.

0 Los datos son recolectados aun, a pesar de la opcion escogida.

Pregunta: Qué les recomendarian a los politicos?

0 Que sea multi-idioma, implementar audio, implementar sistemas que ayuden a multiples
personas con diversas capacidades/necesidades

Pregunta: Algun otro comentario en general sobre la tecnologia de vigilancia?

0 Sies usada de manera adecuada y como han dicho esta bien.

(@]

El uso de la tecnologia es bueno para dar respuesta para todas las cosas y personas.
Consejo:

0 Den informacién mas informacion sobre lo que estan haciendo.
(transparencia/divulgacion de informacion)

0 Que haya mas transparencia.

Ser transparentes sobre la coleccién de datos, para que haya discusiones y decisiones
Informadas, en todas las tecnologias implementadas/por implementar.
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Byrd Barr Place
2/28/2019 Surveillance Technology Focus Group

Thursday, February 28, 2019
1:42 PM

Disclaimer: some of these notes are writtenfinst-person. These should not be considered direct
quotes

Videos:
1 Acyclica: sensors recognize when a wifi enabled device is in range of it. Attached to street lights

1 911 recorder: records the conversation with the person calling 911, and conversatiothes
dispatched officers

1 CopLogic: Online police report, treated as a regular policy report

1 Computer Aided Dispatch

1 Seattle City Light: Binoculars for meter readers; sensor to see if someone is stealing electricity

Tom: Read definition afurveillance

Craig: invasion of privacy?
1 Electric one: | never even know they had the sensor one.

Community Member: used to be in the tech industry for thirty years. Writing a book about surveillance
and technology

Wanda: I like the online police repoif someone is experiencing a crisis or trauma, you can go ahead
and report it.

1 Surveillance, | understand the concern, but overall | think it's a good thing. There is good and bad
in any location, you'll find people who are taking advantage of it, bpehdly there are systems
in place.

1 Used to work nights, and catching the bus at night is scary. Having the cameras and police out
when catching the bus helps, | appreciate that. No one likes to be watched, but if it's gonna keep
people safe, that's a gabthing.

Mercy: security is a great safety issue

Craig: there are some parts of the neighborhood/city that need to be watched, and some that need to
be left alone

Wanda: as long as it's even

Craig: Sometimes it's not even

Both: There are hot spots though

Which of the surveillance technologies do you think could be abused to pinpoint specific communities?
IG: The Computer Aided Dispatch

Talking about the International District:
1 Lots of businesses and residential crammed together in a larger space

1 Talking about a great community member who died; if they had surveillance technology them,
maybe they would have found his killer
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"Some neighborhoods need to be watched"
1 Gangs; drug use

Tom: getting back to CAD, how do we feel about the informatiau i stored
1 Craig: there are concerns, but who is allowed to see it, how is it stored? That's a concern

0 Isitused for BOLOSs? Is it everyone who is in the area, all of the police officers? Or is
there some discretion as to which police officers would iveg the information?
1 Wanda: plenty of people are arrested who "fit a description”
0 Discussion about the racial discrimination: how people who think that "all [insert race
here] look alike".
0 Individuals may think like that, but police officers have theatalgy to ruin someone's
life.
1 Marjorie: just recently got a smart phone, and it's new to me that someone could know where I'm
going and | wouldn't be aware of it
0 Without my consent.
1 Mercy: grew up with the idea that big brother is watching you
0 Trackig how many times | go to the library seems like a waste of money
0 People who are not law abiding citizens, they are the ones to be worried
1 Craig: What about selling weed, coke, etc. Should they be worried?
0 Mercy: well at least in Seattle, it's ok $ell
1 Mercy: big brother is watching. We already know that, it's just more obvious now
1 There is a lot of technology that we are not made aware of

Tom: So acyclica, is it worth it? Some people worried it's tracking, is it something that we can live
without?
1 Should we put up signs that this road is tracked?

0 Viron: Maybe
0 Mercy: let people out there know that you're on camera.
0 Viron: does it work if your device is not turned on?

Tom: what do you want to tell the city council about tech that is collectarggnal information?
1 Wanda: they should get our individual consent

1 Martha: putting it on the ballot doesn't mean that you are getting individual consent, because if
you vote no but it still passes, you didn't give your consent
1 Deana: there are somglaces around Capitol Hill that | don't feel safe at at night
0 Talking about fire department responding to a fire in her building: when one building alarm
system goes off, it goes directly to the fire departmeaftfects multiple buildings.
1 Response timés very good.
0 | choose to turn off the GPS tracking, because | don't need people to know where I'm at
1 If others are watching where I'm at, that's an invasion of privacy. | should be able to
walk out my front door and go wherever | want without anyone knayvi
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71 Location privacy: you can tell a lot about a person based on where they go, and tracking that can
build a pretty extensive profile of who you are
1 1G: now that | know they are tracking, | will turn it off.

Mr. Surveillance: Surveillance is alwaysreg and it's an aggressive act. It's meant to exert power over
others.

Do you think any individual could raise enough concern that it would change anything?
1 Resounding no
1 Maybe with a larger group
0 Maybe with the whole city

SCL binoculars:
1 Craig: they should warn their customers and let them know they are coming into their

yard/looking through binoculars.
1 Wanda: as long as they aren't looking in people's windows.
0 When we're walking down the street, it's a little differe@ertain neighborhoods do need
more surveillance than others

Regarding being watched in public:
1 Eydie: in public, it depends on how long. If it's a short period of time, that's one thing, but if you're

tracked the whole time you're out, it's unreasonable.
0 | don't know what the solutions would be.
0 Even when the meter read just walks into your yard, it's unnerving.
o 2KIGQa GKS LilzN1}2asS 2F GNIO1Ay3 Ad GKA&A gl &K
1 Mercy: (referring to the acyclica) Why are they doing it all the time? Have they not gotten the
information yet?
0 They should already know what the traffic flow would be.
0 We lost a lane to the bicyclist
1 Craig: facial recognition used on the street is bad.
1 Vyron: sometimes you can't walk down the street and shake someone's hand without getting in
trouble
1 Mr. Surveillance: The technology has gotten ahead of the law, and it means they have to pay less
people

Tom: Are we willing to accept more technology to have less police?
1 Craig: how about just making it even? Police have an image to people oftbelpgre afraid of

why they are going to be there. We can police ourselves
1 Wanda: | disagree. There are some who think there should be less, but there are also a lot of
people who worry about walking down the street
0 As awoman and DV survivor, | appreciéie police and appreciate living in a country
where | can call a number for help.
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0 | have a big problem with the shooting of unarmed black men, but as an individual I still
appreciate the police.
0 But I have a problem being tracked, and | have a probleimgb@atched in my home.
1 General comment: The number of police being on the corner is a touchy situation
0 Knowing the police that are on your corner makes a difference. They can police the
community better if there is more of a relationship between the two.
71 Craig: it has to be both, even. You can't trade off the technology for the police.
1 Mr. Surveillance: The trend is they want to go to more technology and less police.

Tom: If right now we have lots of technology, and we want a balance, then how do that@o
1 Craig: keep it the way it is but clean up the police department. Make sure the people who are

working there are good at their jobs, not biased or discriminating

CopLogic: making police reports online
1 Craig: | think it's stupid.
0 Would use that techalogy for stupid crimes
1 Mercy: you could report your neighbor for silly things
0 Anonymous reporting of crimes that could target people for things they might not call 911
for
1 Wanda: there were some lines of traffic where | saw cars lined up with their wisdmashed in;
nothing taken, but glass all over the place.
0 Police response when called: maybe you should get a cheaper type of car
0 Would he have said that to us if we were a different skin color, or lived in a different
neighborhood?

1 IG:Ithinkitsabd GKAY3Y &d2Y82yS8 O2dA R YIS dzld + &G 2NE

1 Marjorie: | think the online reporting could be abused

Retroactive Technology Request BEATTLE POLIt  Appendix D: Department of Neighborhood Focus Group Noesveillance Impact
DEPARTMEN Report | COMPUTERIDED DISPAT(iidge 78



Q“S City of Seattle

AppendixE All Comments Received from Members of the
Public

ID:10617659831

Submitted ThroughSurvey Monkey

Date: 3/25/2019 1:18:11 PM

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Computehided Dispatch (CAD)

What concerns, if any, do you have about the use of this technology?

Concerns:1) Accidetal release of personal information of citizens via PRA requéstsvever, per the
SPD rep at the SIR tech fair, SPD redacts names, addresses, phone numbers, building access codes, etc.
as a matter of practice when responding to PRA requests, so thiadigdlof release seems low

here. 2) No 2step-verification/2-factor-authentication (2SV/2FA) for login to Versaterm vCAD;
however, an individual would need to first logon to an SPD workstation and then login to TGAD.
being said, page 14 of the StRplies that 2FA is in place.

What value, if any, do you see in the use of this technology?

It meets a functional need that likely is more accurate and efficient than a gagsead workflow.
What do you want City leadership to consider about the use bfg technology?

The draft SIR did not specify what (if any) other vendors SPD/IT considered before deploying Versaterm
vCAD.Is this the optimal CAD solution for the City of Seattlethere perhaps another CAD software
provider that is more competiterand perhaps has better security/privacy/audit features?

Do you have any other comments?

Are there any questions you have, or areas you would like clarification?
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ID:10617346709

Submitted ThroughSurvey Monkey

Date: 3/25/2019 11:16:33 AM

Whichsurveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: Computehided Dispatch (CAD)

What concerns, if any, do you have about the use of this technology?

None at all

What value, if any, do you see in theése of this technology?

Gets help where it's most needed faster.

What do you want City leadership to consider about the use of this technology?
Allow it.

Do you have any other comments?

| can't believe this is even an issue.

Are there any questionsqu have, or areas you would like clarification?

Don't you have better things to do with your time and our money?
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ID:4

Submitted ThroughFocus Group

Date:2/27/2019

Which surveillance technology that is currently open for public comment, do yaahwto comment
on?

SPD: CAD

What concerns, if any, do you have about the use of this technology?

Dispatching softwares should have "detail options" on language callers speak that may be different than
English

What value, if any, do you see in the usé this technology?

convenience and effective and accountable

What do you want City leadership to consider about the use of this technology?

allow enough trial timestesting times before applying

Do you have any other comments?

Are there anyquestions you have, or areas you would like clarification?

Again, how to keep data safe
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ID:3

Submitted ThroughFocus Group

Date:2/27/2019

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SCL: Binoculars, SCL: CheckMeter, SCL: AmpFork, SFD: CAD, SPD: CAD, SPD: 911 Logging Recorder
What concerns, if any, do you have about the use of this technology?

That would be good with advanced technology

What value, if any, do you see in the use difi$ technology?

Yes, around the city.

What do you want City leadership to consider about the use of this technology?

Need good train to people who use new technologies

Do you have any other comments?

Are there any questions you have, or areas yaould like clarification?
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ID:10529127076

Submitted ThroughSurvey Monkey

Date:2/13/2019

Which surveillance technology that is currently open for public comment, do you wish to comment
on?

SPD: CAD

What concerns, if any, do you have about theeiof this technology?

Why isn't Geotime and Maltego on this list? This is what | have the most concern about.

What value, if any, do you see in the use of this technology?

Geotime and Maltege| want to know where it get it's data and how it's colledt

What do you want City leadership to consider about the use of this technology?

Geotime should NOT exist

Do you have any other comments?

Why don't you have Maltego and Geotime. | think the public should know more about this technology
and howit's used. Disregard question 1

Are there any questions you have, or areas you would like clarification?

Maltego and Geotime-- Disregard question 1
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AppendixF. Department Responses to Public Inquir(@DF)
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AppendixG. Letters fromOrganizations or Commissio(lRDF)

Please see the following pages for formal letters regarding Group 2 surveillance technologies
from various community organizations, commissions, and boards.
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AppendixH: Comment Analysis Methodology

Overview

The approacthio comment analysis includes combination of qualitative and quantitative
methods. A basic qualitative text analysis of the comments received, and a subsequent
comparative analysis of results, were validated against quantitative results. Each comment
was aralyzed in the following ways, to observe trends and confirm conclusions:

1. Analyzed collectively, as a whole, with all other commeateived
2. Analyzed byechnology
3. Analyzed by technology ampiestion

A summary of findings are included in Appendi&blic Comment Demographics and
Analysis. All comments received are included in Appendix E: All Individual Comments
Received.

Backgroundon Methodological Framework

A modified Framework Methodology was used for qualitative analysis of the comments

received ¢ K JgpidaclieX[that] identify commonalities and differences in qualitative

data, before focusing on relationships between different parts of the data, thereby seeking to

RN} 6 RSEAONALIGADGS | yRKk2NI SELX I yI (2 NK,edd,y Of dz&a A 2
2013).Framework Methodology is a coding process which includes both inductive and

deductive approaches to qualitatiaemalysis.

The goal is to classify the subject data so that it can be meaningfully compared with other

elements of thedata and help inform decisieffF {1 Ay 3® CNJ YSg2N] aSiK2R2f
designed to be representative of a wider population, but purposive to capture diversity

I NP dzy R | LJIGSlg, BR.K Set/aP 043). 6

Methodology

Step One: Prepare Data
1. Compile dataecdved.
a. Dalily collection and maintenance of 2 primdatasets.

i. Master dataset: a record of all raw comments received, questions
generated at public meetings, and demographic information collected
from all methods oBubmission.

i. Comment analysis dataset: the dataset used for comment analysis that
contains coded data and the qualitative codebook. The codebook contains

the qualitative codes used for analysis and tleifinitions.
2. Clean the compiledata.
a. Ensure data is as con&inat and complete as possible. Remove special

characters for machine readability andalysis.

b. / 2YYSy(iad a4dzoYAGISR UGKNRdIdzZAK { dz2NBSeazylSe
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remainedh Yy G KS GDSYSNYft {dzZNBSAttlyOSeg OF G§S3s
of content ofthe comment. Comments on surveillance generally, generated
at public meetings, were categorized as such.

c. Filter data by technology for inclusion in individual SIRs.

Step Two: Conduct Qualitative Analysis Using Framework Methodology
1. Become familiar with th structure and content of the data. This occurred daily
compilation and cleaning of the data in stepe.
2. Individually and collaboratively code the comments received, and identify emergent
themes.
I.  Begin with deductive coding by developimg-defined codes derived
from the prescribed survey and small group facilitator questions and
responses.
Il.  Use clean data, as outlined in Data Cleaning section above, to
inductively code comments.

A. Each coder individually reviews the comments and indeperigeuides
them.

B. Coders compare and discuss codes, subcodes, and broad themes that
emerge.

C. Qualitative codes are added as a new field (or series of fields)
into the Comments dataset to derive greater insight into
themes, and provide increased opportunity feisualizing
findings.

. Develop the analyticdfamework.

A. Coders discuss codes, soides, and broad themes that emerge,
until codes are agreed upon by pérties.

B. Codes are grouped into larger categorieshmmes.

C. The codes are be documented adefined in thecodebook.

IV.  Apply the framework to code the remainder of the commergtseived.
V. Interpret the data by identifying differences and map relationships between
codes and themes, using R ahableau.

Step Three: Conduct Quantitativ&nalysis
1. ldentify frequency of qualitative codes for each technology overall, by questions, or by
themes:
I.  Analyze results for single wooddes.
Il.  Analyze results for word pair codes (tmmtext).
2. Identify the most commonly used words and word pairs (mosbimon and least
common) for all commenteseceived.

I.  Compare results with qualitative code frequencies and use to valatates.

Il.  Create network graph to identify relationships and frequencies between
words used in comments submitted. Use this grapkabdate analysis and
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themes.
3. Extract CSVs of single word codes, word pair codes, and word pairs in text of the
comments, as well as the corresponding frequencies for generating visualizations
in Tableau.

Step Four: Summarization
1. Visualize themes and codasTableau. Use call out quotes to provide context tame.
2. Included summary information and analysis in the appendices of 8éth
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Appendixl: Supporting Policy Documentation

Management Control Agreement
Management Control AgreemerBetween
Seattle Police Departmerand
City of Seattle Information Technology Department

The City of Seattle Police Departmét$PD), also referred to as the Criminal Justice
Agency, and th€ityof seattle Information TechnologyDepartment("ITD")are
departmentsof the municipalcorporationof the City of Seattle.

Pursuant to Seattle Municipal Code ("SMC233ITD provides information technology
systems, services, and support to SPD and is therefore required to support, enable,
enforce, andcomply with SPD policy requirements, including the FBI's Criminal Justice
Information Services'CJIS") Security Policy.

Pursuant to the CJIS Security Policy, it is agreed that with respect to the administration of
computer systems, network infrastructurdevices, and services interfacing directly or
indirectly with A Central Computerized Enforcement System ("TACCESS") for the exchange
of criminal history/criminal justice information, the Criminal Justice Agency shall have the
authority, via managed contfpto set and enforce:

Priorities that guarantee the priority, integrity, and availability of service needed by the
criminal justicecommunity,

Requirements for the selection, authorization, supervision, and termination of physical and
logical access t@riminal Justice InformatiafiCJI").

Policy governing operation of justice systems, data, computers, adeggescircuits,

hubs, routers, firewalls, and any other components, including encryption, that comprise
and support a communications network @nelated criminal justice systems to include but
not limited tocriminal history record/criminal justice information, insofar as the equipment
is used to process transmit criminal justice systems information guaranteeing the
priority, integrity, and availability of service needed by the criminal just@amunity.

Restriction of unauthorized physical and logical access to or use of systeraquapohent
accessing:Jl.

Compliance with all rules and regulations of the Crimingsitice Agency policies aBdIS
Security Policy in the operation of, access to, or control over argy§&témsdata, or
infrastructure.
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The responsibility for management control of the criminal justice function remains solely
with the CriminalJustice AgencyTD will not enter into any agreements or allow any
access to, possession of, or control over any SPD CJI systemsy daftastructure

without explicit authorization from at least one SPD Authorized P&®BD Authorized
Parties must b&sPD employees and include

Chief of Police

Chief Operatingfficer

This agreement covers the overall supervision of all Criminal Justice Agency systems, applications,
equipment, systems design, programming, and operational procedures associated with the
developmentimplementation, administrationand maintenance of any Criminal Justice Agency
system to include NCIC Programs that may be subsequently designed and/or implemented within
the Criminal Justice Agency

Additional agreements, such as a Memorandaf AgreementsService Level Agreements, and/or
Continuity Plans, may be established and maintained to further delineate, define, and assign roles
responsibilities, and requirements of and agreements between SPD and ITD, and other City of
SeattleDepartments and/or agencies

N A& (ax o Cﬁéﬂmﬁ_ E«b .—‘2_J 2o iIFf
Tracye Carflrell Date

Interim Chief Technology Officer
Seattle Information Technology Department

A\ a) b - .
[ o siniings. \oad 2~ N -Q0(8
Carmen Best Date

Interim Chief of Police |
Seattle Police Department

Reference: GJIS Security Policy, Version 3.5, dated June 1, 2016 (CHSD-IT3-DOC-08140-5 .5)
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IT Support Services for City Technology

Engineering and Operations

This division designs, implements, operates, and supports technology solutions and resources in
accordance with city wide architecture agdvernance. Responsibilities for this division include:

1 Primary communications networks that provide public safety and constituent access to
and from City government; the telephone system, the data network, and Public Safety
Radio System. Responsible $oistaining all three systems operating as close to 100%
availability as possible 24 hours a day, seven days a week.

1 Design, acquisition, installation, maintenance, repair and management of fiber optic
cables on behalf of City departments and approxinha9 other local, state and federal
agencies.

1 Procurement requestsallocation, operation and maintenance @fy wide and
departmental servers, virtual enterprise computing and SAN storage environments for
large scale mission critical applications isegure, reliable, 24/7 production
environment for enterprise computing.

1 Allocation, operation and maintenance of enterprise level services like messaging
services, web access, file sharing, user management and remote access solutions.

1 Collaborate with Er@rprise Architecture team to develggiandards for information
technology equipment and software.

1 Service Desk and technical support services for City's computers, peripherals, electronic
devices and mobile device management.

1 Centralized IT asset managemém include research, procurement request, surplus and
asset transfer.

1 Facility management for a reliable production computing environment to the City
departments.

1 Support for other enterprise services and tools.

GCompute System Technologies

This team manages the operations and maintenance of computing infrastructure, including servers,
storage,backup and recovenand enterprise support systemsde Active Directory, VPN, etc.). The

team is also responsible for safeguarding systems atalloiaperforming required security patches,

updates, and backups to ensure systems operate at as close to 100% availability as possible 24x7. Units
within this group include:

Systems OperationsThe team is focused on delivering the computing environnaenbss

multiple departments. The team has technical expertise to design, integrate, and operate a
secure, reliable computing environment. Key technologies include Windows, Solaris, IBM AlX,
and Linux.

Enterprise Service€Enterprise Services (ES) argdascale infrastructure and application

services used by the City of Seattled usercommunity. This includes both SaaS and NGDC
hosted infrastructure and application services. The team is responsible for EA vendor
management, system administration, updes and technical support. Key technologies

includes Microsoft Active Directory (AD), Distributed File System (DFS), Exchange Online, Office
365 and SharePoint Online infrastructure.
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Infrastructure Tools The team provides a single focus for the desidgmming, deployment and
maintenance of standard enterprise infrastructure monitoring and management tools. This
includes system performance (Solarwinds, SCOM), configuration management (SCCM, WSUS),
and monitoring and system management (Trend Micro, CRie)/
Virtual and Data Infrastructure This team engineers and operates reliable, flexible,
performant virtualized Windows, UNIX and Linux platforms and their related technologies in
direct support of critical business applications. Key technologahsda Solaris, Unix, Linux,
Windows,and vmWare, and the associated virtualization Nutanix, IBM LPAR, and Solaris
hardware.
The team als@engineers and operates reliable, flexible, performant storage and data protection
solutions to host and protect critét business data of all types, leveraging SAN, NAS, object, and
cloud technologies. Key technologies include Dell Compellent, Quantum, Hitachi, NetApp, Cloud
storage, Brocade fiber channel switching, and Commvault.
Network And Communications Technologies
This team is responsible for designing, installing, operating, and maintaining data, voice, radio,
fiber optic, and structured cabling infrastructure that integrates with other technologies to
provide access to resources used by City departments and thiicpse serve. Units within this
group include:
Network Engineering & Operationg.he Network Services team engineers, operates
FYR YIFIAyGlrAya GKS /AdGéQa RIEGE ySig2N]l =T AyC
internet perimeter, the network backbone, anodal area networks that support
systems and users across the City. This group designs, acquires, installs, maintains,
repairs, and manages an enterprise data network that aligns with City architectures and
standards This group also participates in devaiognt of those standards and provides
tier 2 and 3 end user supporfThis team supports technologies that include routing,
switching, load balancing, enterprise Y& DNS/DHCP/NTP, and network security
(including firewalls, VPN appliances, certificateasfructure, network access control,
and web filtering.)
Telecommunication Engineering & OperatioriBhe Telecommunications Services
team engineers, operates, and maintains a higehable enterprise telephone and
contact center infrastructure. This grogpipports end user move and change activity
and provides tier 2 and 3 suppofthe Telecommunication Services team acquires,
installs, maintains, and repairs telecommunications equipment and manages
commercial telephony circuits. It suppotechnologies hat include VolIP, circuit
switched telephony, voice mail, contact center services (including call routing scripts),
audio conference bridges, commercial telephony services, SONET, and WDM.
Radio & Communications Infrastructur@his team delivers radio sgces for public
safety and other government departments. It provides extremely reliable infrastructure
and support for end user mobile and portable radio equipment. The group installs and
maintains communications equipment inside 911 dispatch centersGitydvehicles,
with primary support to SPD and SHIBe team also supports regional planning,
maintenance, interoperability testing, and projects (including PSERN and Washington
OneNet) in partnership with other local, state, and federal agencies. This &éso
designs, acquires, installs, maintains, repairs, and managaslding structured
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cabling systems and outside plant fiber optic and copper cable infrastructure for the
City and approximately 20 external public agency partners. Technologies include
trunked and conventional land mobile radio, microwave radio and other wireless
communications systems (including petotmultipoint and mesh networks,)
distributed antenna systems, routing/MPLS, DS3/T1/DACS, outside plant cable
infrastructure (includindiber and copper,) and structured cabling infrastructure.

End User Support

This team is responsible for providing a single point of contact for IT technical support, trouble
ticket and service request resolution and referral services to other IT worggr@nd for
communication for all changes, patches, upgrades and standards changes. The team is also
NBalLlR2yaAroftS F2NJ LINPGARAYI GSOKYAOFf &dzJi2 NI
electronic devices and mobile devices. Units within this gragjude:
Service DeskThe Service Desk team provides a single point of contact for Seattle IT
services, promptly resolving incidents and service requests when first contacted
whenever possible, escalating issues accurately and efficiently, and keeping users and
partners awareof service status and changes.

Device SupportThis team provides direct customer support for end user computing to
all departments within the City and tier 2 escalation support and management of
centralized end user computing applications and hardwareguests.

Device Engineeringlhis team engineers and deploys software packages for end user
applications, device drivers, patches, security updates and custom packages as
required. This team evaluates and recommends hardware and software for end use
standards. In addition, this team provides tier 3 escalation support and management
of centralized end user computing applications and hardware.

Asset ManagementThis team is responsible tracking and inventory controls for city
wide IT assets including desktops, laptops, printers, servers, switches, and
miscellaneous Information Technology infrastructure. In addition to inventory control,
the team will be forecamg replacement cycles for equipment based on City standards
to promote a stable computing environment.

IT Operations Support

The IT Operations Support team is responsible for management of Information Technology
facilities (including data centers andmamunications equipment rooms), and installation and
cabling equipment within those facilities. This team provides the enterprise Network
Operations Center (NOC) that monitors alerts, performs initial incident analysis, dispatches tier
2 and 3 technical qaport, and provides initial incident communication for network
infrastructure and computing systems managed by Engineering and Operations. Units within
this group include:

Installation Management.This team installs networking and computing equipment in

data centers, communications rooms and wiring closets; installs and maintains network
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cabling within data centers and equipment rooms according to City standards; and
supports repair and end user move and change activity (including telephone move
projects).

IT Operations CenteiThis team manages facilities which support City computing and
communications services. This includes managing access to facilities, coordinating
vendors, maintaining records (including data center inventory management), and, where
applicable, monitoring facility systems (including CRUs, fire alarms, water detection
sensors, UPS systems, and power consumption). This team also staffs the NOC that
monitors alerts from network infrastructure and computing systems, performs initial
problemanalysis, dispatches appropriate tier 2 and 3 technical support team(s), and
provides initial incident communication.

Application Services

This division designs, develops, integrates, implements, and supports application solutions in
accordance with citwide architecture and governance. Its teams are organized to support
business functions or service groupkhe integration of application services will be completed
gradually in 2017, with details of the organization and integration process still under
development.
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Applications
These teams will provide development and support for applications that include customer

relationship management, billing, finance, human resources, work and asset management and
records management.

Shared Platforms
These tams will provide development and support for applications that include engineering,
spatial analysis, business intelligence, analytics, SharePoint Online and document management.

Cross Platform Services
These teams will provide support to applicationnes including quality assurance, change
control, database administration, integration services, and access management activities.
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Remote Access Policy

June #, 2018

City of Seattle

Overview

The CJI Remote Accdxdlicy defines the necessary controls for remote access to Criminal Justice
Information Services (CJIS) in scope systems.

Purpose

This policy ensures proper measures are taken when granting remote access to any employee,
contractor, or vendor, to Crimindustice Information (CJl)}-gtope systems.

CJIS Remote Access Policy

Definition

CJIS Security Policy is to provide appropriate controls to protect the full lifecycle of CJI, whether at rest
or in transit. The CJIS Security Policy provides guidance for the creation, viewing;atiodif

transmission, decimation, storage, and destruction of CJI.

Scope and Applicability

This policy applies to personnel at City of Seattle, including those affiliated with third parties who
remotely access City of Seattle systems to include CJIagapolicy applies to all systems owned by
and/or administered by City of Seattle, including network to network VPN tunnels.

Policy

This policy applies to City of Seattle employees, City of Seattle Police Department employees,
contractors, or vendors whbave a need to remotely access the CJI (Criminal Justice Information) in
scope systems for maintenance and operations. All access both remote and within the City of Seattle
network or Public network, are required to utilize two factor authentication & WRMel on City of

Seattle workstation OR through a jurAdox protected by twefactor Advanced Authentication (AA).
Contractors, Vendors and City employees accessiagdpe systems from necity computers are

required to utilize the jumgbox AA solution.

All nonlaw enforcement personnel who perform criminal justice functions or have access to Criminal
justice data shall acknowledge, via signing of the CJIS Security Addendum Certification page, and abide
by all aspects of the CJIS Security Addendumtl&éafiormation Technology employees are not
required to sign the Security Addendum provided there is aMadidgement Control Agreement (MCA)
between Seattle Information Technology and Seattle Police/Fire.
1 CJIS Security Awareness Training shakgeired upon initial assignment, abgnnially
thereafter, for all personnel who have acces<td.

Retroactive Technology Request BEATTLE POLI Appendix I: Supporting Policy Documentatjd@urveillance Impact Report
DEPARTMEN COMPUTERIDED DISPAT(}idge 96



Q“S City of Seattle

1 Verify Identification: a state of residency and national fingerpbased record checks shall be
conducted (prior to) assignment for all personnel wlawvé direct access to CJI and those who
have direct responsibility to configure and maintain computer systems and networks with direct
access taCJl.

9 All requests for access shall be made as specified b #@&CJIS Systems Officer). The CSO, or

their desgnee, is authorized to approve access to CJI. All designees shall be from an authorized

criminal justiceagency.

VPN access must be approved by the requesting department pramtit@ation.

Users mushot:

0 Type remote access passwords wiitgneone is watching. Users shall direitltiate

session lock mechanisms to prevent inadvertent viewing when a device is unattended.

(CJIS Security Policy Section 5.5.5) A session lock is not a substitute for logging out of the

information system or frongdisconnecting a remotsession.

0 Be connected to other network connections during remote access sessions into CJl data
in-scope (e.g., no split tunnels aabowed).

1 Users must maintain current virus protection and a host firewall on remote systepnettxt
from viruses and other remotattacks.

1 Vendorsmust:

0 Be provided with the minimum access required to perform the necessary davhits
the VPN session is active. Other access and privileges will be limited to the specific
function performed by each velor or servic@rovider.

o Be monitored by a City of Seattle CDE administrator during an assisted remote control
session using Skype for Business or other current City of Seattle Enterprise standard for
remote control sessions. The CDE administrator muge hiae ability to end the session
at any time and the session must be terminated as soon as their woffinissed.

= =

Applicability of other Policies

January 17, 2016 1 The City of Seattle has an existing Remote Access Policy that must be
adhered to and &n be foundhere.

Enforcement
Enforcement of this policy will be led by the Chief Technology Officer (CTO). Violations may result in
disciplinary actia, which may include suspension, restriction of access, or more severe penalties up
to and including termination of employment or vendor contract termination. Where illegal activities
or loss of City of Seattle assets are known or suspected, the CitattieSeust report activities to
the appropriate authorities, City of Seattle is obliged to adhere to breach reporting by statutory
limitation and must notify the Terminal Agency Coordinator (TAC) of any potential violaibns.
potential violations thatrivolve CJI must be report to the Washington State Patrol ACCESS Section.

Implementation
This Policy is implemented by the ITD Security, Risk, and Compliance Director and applies to the City of
Seattle access to CJI.
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Document Control

Version Content Contributors Approval
Date

1.0 Initial Draft Reviews: Denise Mendoza;
Pepper Bojang-Jackson
Approvers: CISO Andrew Whitaker
CTO

1.1 Initial Draft Reviews: Denise Mendoza;
Pepper Bojang-Jackson

1.2 Initial Draft Reviews: Denise Mendoza
Bruce Hills Pepper Bojang-Jackson
13 Review Andrew Whitaker 6/5/18
1.4 Approved Tracye Cantrell 6/12/18
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Technical Security Audit P "

< z
TechnicaSecurityAudit kﬂh ”
Agency Information: Seattle RI{WASPD0000) o
Submitted By: PeppéBojangJackson On: March 22, 2017 Compliance Report with Agency Responses

Compliance Report
NCIGompliance standards must be improved and a response submitted to the WSP ACCESS Section.

Item: 1

Personnel Security
Section Name:
Are you maintaining a record of all your agency and/or county/city IT persoimate

Question: mustreceivea state of residencyfingerprintbackgrounccheckwithin 30 days of
employment? (CJIS Security Policy, Version 5.5, Section 5.12.1.1)

Yes

Please provide the SID numbers for all the IT personnel.

Agency Response: List emailed 05/16/17

Item: 2

Personnel Security
Section Name:
Have all your agency and/or county/citydérsonnel viewed the technical security

Question: awarenesgraining(Leve#)inCJI®nline?(CJIS Security Policy, Version5.5,
Section5.2)

Yes

All technical staff must view the technical security trainihgvel 4 once every two
years. Please provide a list of names of who viewed the training. The training i¢
available at the following addredsttps://www.cjisonline.com/

Agency Response: Sent email 05/16/17
Item: 3
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Section Name: PersonnelSecurity

Question: Does your agency use an IT vendor for any IT needs?

Sub Question(s)

Item:
Section Name:

Question:

User Answer:

Compliance Response:
background

Agency Response:

Sub Question(s)

Item:
Section Name:

Question:

User Answer:

Compliance Response:

Agency Response:

Retroactive Technology Request BEATTLE POLI
DEPARTMEN

3.1
PersonnelSecurity

Haveall IT vendors had a Washington State fingerprint
background checkcompleted?(CJIS Security Policy,
Version 5.5, Section 5.12.1.1 and 5.12.1.2)

Yes

All IT vendors must have a Washington Statefingerprint

check completed.

List emailed 05/16/17

3.2
PersonnelSecurity

Please send a copy of the security addendum signed byeach
employee of the vendor company to
CJSAudits@wsp.wa.gov

| have read and will comply.

Please provide a copy of the signed security addendum foreach
employee of the vendor company. | am missing security
addendums for the following vendors:

1. 4quarters

2. Advantage Factory
3. Dorsey Consulting
4. Gartner

5. GenetecCorp
6. Sabey

7. Sysorex Consulting
8. TASER

9
1

. TEKsystems
0. Versaterm - only a few

1. 4quarters - Emailed05/08/17

2. Advantage Factory - All Advantage Factory accounts are
inactive
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3. Dorsey Consulting- DOJ Monitoring Team- Should be
CJIS LeveR, not 4 (deactivated all accounts)
4. Emailed 05/22/17
5. Genetec Corp- All accounts are inactive.
6.Adashi- Adashi employees are working in an environment
that does not currently have CJIS data. Future plans do
include CJIS data so they are in the process of completing the
SecurityAddendums.

7. Sysorex Consulting- All accounts areinactive

8. TASER- Emailed05/18/17
9. TEKsystems- Contractor is now City IT w/updated information.
10. Versaterm - Emailed05/08/17

Item: 4

Section NameSystem and Communications Protection hrfdrmation Integrity

Question:  DoesyouragencyemailCJITCJIS Security Policy, Version 5.5, Section 5.10.1.2)
Sub Question(s)

-

L item: 4.1
Section Name: System and Communications Protection and Informdtitegrity
Question: Isthe emailthat containsCJencrypteddCJIS Security Policy, Version
5.5 Section 5.10.1.2)
User Answer: No
Compliance Response: ClJl that is emailed is required to be encrypted. Please audvéseyou

will have this irplace.
Agency Response: Seattle is utilizing Office 365 for email and ema&hgypted

Is the emaikencrypted in transitttps:/products.office.com/en -
us/business/office-365-trust-center-security

Outlook client to O365 - SSL/TLS connection is established
between Outlook client and 0365

0365 to OME server- SSL / TLS connection between EXO Transport
servers and OME server. "Office 365 uses Transport Layer Security
(TLS) to encrypt the connection, or session, between two servers."
https://support.office.com/en -us/article/Email-encryption-in-Office-
365- c0d87cbe-6d65-4c03-88ad-5216ea5564e8

Is the email encrypted at rest when it sits on the server?
https://support.office.com/en -us/article/Email-encryption-in-Office-365-

c0d87che6d654c0388ad5216ea5564e8
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What about encryption for data at rest?

"Data at rest" refers to data that isn't actively in transit. In Office
365, email data at rest is encrypted using BitLocker Drive
Encryption.

BitLocker encrypts the hard drives in Office 365 datacenters to
provide enhanced protection against unauthorized access. To learn
more, see BitLocker Overview.

What level of encryption does OME use?- Microsoft attests that they
meet and/or exceed FBI CJIS requirements

The CJIS Security Policy defines 13 areas that private contractors such as
cloudservice providers must evaluate to determine if their use of cloud
services can be consistent with CJIS requirements. These areas
correspond closely to NIST 888, which is also the basis for the

Federal Risk and Authorization Management Program (FedRAMP)
program under which Microsoft has been certified for its Government
Cloud offerings

Item: 5

Section Name: EventLogging

Question: Does your agency have an established audit trail cajpdbl@nitoring
the following:

- Successful andnsuccessful log attempts

- Successful and unsuccessful passwbahges

- Successful and unsuccessful attempts to access, create, write,
deleteor change permissions on a user account, file, directory or

other system resources

- Successful and unsuccessfatians by privilegedccounts

- Successful and unsuccessful attempts for users to access, modify, or
destroy audit lodiles

(CJIS Security Policy, Version 5.5, Section 5.4.1.1)
User Answer: No

Compliance Response: Please advise when your agency héll’e an established audliil
capableof monitoring thefollowing:
- Successful and unsuccessful logttempts
- Successful and unsuccessful passwbahges
- Successfulndunsuccessfuittemptsto accesscreate,write, deleteor
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